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A consent-based platform to create unique network-based IDs for internet users that can be 
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and product recommendations or to perform analytics)  
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NOTE: This document is currently being updated due to ongoing regulatory engagement with data protection regulators in Germany, 

France, UK and Spain and is therefore subject to change. 

 

Please also note that this document seeks to cover the current implementation of the solution as part of the MVP and is therefore sub-

ject to change for future iterations. 
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(1) Different IDs are used for different purposes, and they are generated in a way 

that prevents backwards direct re-identification. 

 

  

(2)   

(3)  

  

  

 

 

 

The solution also involves a robust transparency and consent experience.  The solu-

tion operates a delegated consent model, whereby consent is given on the advertiser 

and publisher’s website to cover the entire TrustPid ecosystem (all processing activi-

ties undertaken by each party (Telco, Advertiser/Publisher, VSSL) in scope to deliver 

the service).  The solution does not rely on a “global consent”, instead it requires con-

sent to be collected for each participating website i.e., one consent obtained on one 

website will not activate TrustPid on all its partner websites.  

 

 

  

 

To ensure the validity and quality of consent obtained on participating websites, spe-

cific consent requirements are established in the contract with participating parties 

which define the consent form/design and text that must be implemented by the 

same. The consent text for TrustPid, defined by VSSL in consultation with the partici-

pating Telcos, covers: 

 

(1)  

 

 

(2) Onwards processing by TrustPid platform managed by VSSL to generate ad-

ditional randomised IDs , MarTech ID and AdTech ID)  

 

 (MarTech ID and AdTech ID) to profile and deliver personalised content, 

products, offers or advertising to the user (Article 6(1)(a) GDPR) 

(3) Placing and accessing of IDs (MarTech ID and AdTech ID) and related cookie 

 on the user’s device (Article 5(3) ePrivacy Directive) 

 

To increase transparency and user control, the service provides a self-serve one-stop-

shop dedicated site (“the Privacy Portal”) which enables individuals to control their 

consent. Specifically, users are able to find detailed information about the service, 

view the privacy statement and exercise their data subject rights including immediate 

access to data (view in one place all sites to which they have consented to receive a 

personalised experience based on the network-based solution) as well as review con-

sents given and manage preferences easily in one place, including consent revocation 

either per site or on a blanket basis, or to block the  service entirely.   
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2.3 Purpose  (1) Enable advertisers and publishers to profile and provide users with a personalised 

online experience in such websites (including advertising and personalised content and 

product recommendations or to perform analytics). 

(2) Provide a value-added service to users where the added benefit is provided by lever-

aging network based IDs to enable centralised management of consents, empowering 

users regarding the use of their data in the context of online advertising. Specifically, a 

self-serve centralised permissions management platform is provided for users to stay in 

control of the processing of their data via the network-based solution by enabling them 

to manage their preferences and exercise their data subject rights at any time. 

2.4 Lawful basis for processing The processing is based on: 

• Article 6(3) of the ePrivacy Directive - Consent collected for a value-added ser-

vice involving the processing of user’s IP address  

 

 

 

 

  

• Article 6(1)(a) GDPR – Consent to cover onwards processing by TrustPid plat-

form managed by VSSL  

 

 

 

To enable the user to effectively manage their consents 

through the centralised permission management platform. 

• Article 5(3) of ePrivacy Directive – Consent to store and access IDs (MarTech ID 

and AdTech ID) and related cookie  on the user’s 

device to deliver the TrustPid service. Storage and access of cookie 

which stores consent status given by user for the 

TrustPid service is strictly necessary to provide the service requested by the 

user. See Annex 5 for specific details on cookies used under TrustPid Cookie 

Policy.  

• Article 5(3) of ePrivacy Directive - Necessary to process users’ IP addresses for 

the purpose of determining if a user is eligible to use the TrustPid service and 

identify  

 (2) verify the user to determine eligi-

bility to access the Privacy Portal. 

 

  

 

The conditions for consent are fulfilled (Article 7 GDPR): 

1. Freely given - Real choice provided with no repercussions i.e., one click reject 

button available  

2. Specific -  

 

 

3. Informed - All parties involved identified along with their respective pro-

cessing activities undertaken as part of delivering the TrustPid service 

4. Unambiguous - Effect of granting consent specified i.e. activates the TrustPid 

service to show personalised advertising 
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5. Revocable - Transparency provided around options available to manage 

and/or revoke consent 

 

2.5 Are the purposes for processing 

clearly defined, legitimate and 

transparent? 

☒ Yes 

 

Clearly defined: 

• The purposes are clearly stated in the permission that the user needs to pro-

vide on both ‘market sides’, i.e., to brands and publishers. Specifically, the con-

sent covers VSSL, user’s network operator and website operator’s (advertisers 

and/or publishers the user has visited) processing of user’s data for the purpose 

of: 

o Activating the TrustPid service, including creating and man-

aging user IDs MarTech ID, AdTech ID) and sharing 

these with advertisers and publishers (and other third par-

ties acting on our or their behalf) to provide the user with a 

personalised online experience in websites visited (includ-

ing advertising and personalised content and product rec-

ommendations or to perform analytics); 

o Storing and accessing the MarTech ID, AdTech ID created on 

user’s devices; as well as  

o Providing users with a centralised self-serve platform to 

manage their preferences and exercise their rights. 

 

Legitimate: 

 

The TrustPid s solution is a novel way of doing digital advertising, designed to address 

many privacy challenges in the current cookie-based online advertising ecosystem 

through a “privacy first” approach. The solution has a strong focus on transparency, con-

sent and control, data minimisation, accountability, and compliance. The ability to iden-

tify users across websites is crucial for Publishers and Advertisers’ commercial success, 

however the current digital advertising model enables the collection, distribution and 

use of data at scale without sufficient safeguards to protect users’ digital rights. In con-

trast, TrustPid intends to deliver a privacy-led network-based solution which will allow 

users enhanced transparency and control over their data, while enabling advertisers and 

publishers to optimise their online content and display advertising activities. 

 

Transparent: 

 

Transparency at first point of contact in permissions text (consent pop-up): 

 

• The TrustPid Privacy notice is available to the user via hyperlink within the per-

mission text. A Privacy Portal can also be accessed by the user within the per-

mission text, which includes additional information on TrustPid, contains the 

privacy notice and enables the user to track and manage the consents provided 

to the brands and publishers, including a blacklist option which, when selected, 

means that the user is opted-out from all brands and publishers. 

 

Transparency in TrustPid Privacy Portal: 

 

• The information provided in the TrustPid Privacy Portal covers the following: 

 

(1) Information about the TrustPid service, including objective, how the technol-

ogy works and conditions for activation. Specifically, users are informed that 

the service operates only on the basis of user’s explicit consent and not active 

by default, consent is revocable in multiple ways as well as can be entirely sus-

pended by applying a block. See Annex 4 for user journeys. 
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(2) Clear activation status -  

 

 

 

 

 

 

(3) Privacy Notice – The TrustPid Privacy Notice is available in the native language 

of each market where the Pilot is planned. The user will be presented with the 

portal including the privacy notice in the language of the country where they 

are browsing from. The user has the ability to switch languages using a feature 

in the top right corner of the TrustPid website. See Annex 5 for the latest version 

of the TrustPid Privacy Notice. Please note that French versions are currently 

being translated. 

 

Transparency in partner’s sites: 

 

• Information about TrustPid is also included in all partner’s sites (Telcos, Pub-

lishers and Advertisers) either via: 

 

(1) Partner’s privacy statement – partners make reference to TrustPid in their own 

privacy statements or transparency centres which includes additional explana-

tion of the TrustPid service and how to revoke consent which is either facili-

tated by providing hyperlinks to access directly the TrustPid Privacy Portal  

 

(2) Hyperlink at footer of partner’s website – partners insert a hyperlink accessible 

from footer of their websites specifically for TrustPid which when accessed by 

user it provides additional information about the service and option to amend 

consent. 

 

☐ No               Reason:____________ 
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☐ Advertising recipients and rejecters  

☐ Children 

☐ Other:  

• N/A 

2.14 Recipients ☐ Internal departments as per the process chart 

☐ Other internal departments: [please specify] 

☐ Sales partners 

☒ Technical service partners 

☐ Marketing: agencies, lettershops etc. 

☐ Public authorities 

☒ Other external bodies: 

• Telcos, Brands, Publishers, and  AdTech Vendors (DSP, SSP) 

2.15 Processors ☒ Yes, as follows:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

  

   

  

  

 

 

 

  

  

 

   

   

  

 

  

   

 

 



22 

 

 C2 General 

 

 

   

 

   

  

 

 

  

  

 

  

 

 

 

 

 

  

   

   

  

  

 

 

   

    

 

☐ No 

2.16 Sub-Processors    

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

☐ No 

2.17 Transfer to third countries ☐ No 

 

☒  Yes – secure country outside the European Union with EU adequacy decision:  

•  
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☐ Yes, other countries 

2.18 Erasure deadline 

 

What is the lifecycle of data 

and processes? 

Retention periods are specifically defined per ID  

 

 

 

See Annex 2 for detailed retention information. 

2.19 Technical and organisational 

measures (TOMs) 

 ☐ No special TOMs are implemented 

☒ The following TOMs are implemented for data processing:  
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C  
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•  

 

2.20 Proportionality  The invasion of privacy is proportionate in relation to the purpose. 

 The processing is necessary to achieve the objectives. 

 An alternative procedure, which would prejudice the data subjects’ rights and freedoms 

to a lesser extent, is not available. 

 The collected data are required, relevant and restricted to the amount necessary for 

processing. 

 

Proportionality test of processing operations 

 

In order to check whether a processing operation is a measure restricting a funda-

mental right, this operation has to pass the three points of the so-called proportional-

ity test 

 

Judgement of appro-

priateness: the means 

must be suitable or 

the processing must 

be suitable for the 

achievement of the 

proposed purposes. 

 

(Assess whether the 

activity carried out is 

adequate to achieve 

the intended pur-

pose). 

TrustPid is the European telecommunications industry’s bid 

to solve two main problems: 

 

1. Offer an alternative to third-party cookie-based identi-

fication services, which are expected to disappear com-

pletely by 2023; and 

2. Providing technology that gives users greater control 

over their online privacy preferences by enabling control 

of these preferences in a single privacy portal. 

 

TrustPid is expected to enable use cases with high commer-

cial value in terms of personalised advertising and content, 

allowing the European industry to compete with other giants 

such as Google or Meta. 

 

The aim of the pilot is to confirm whether these estimates are 

correct before moving to a future commercial phase. 

 

The first use case is that of retargeting, which will allow ad-

vertisers: 

 

- Better understand the users accessing their websites 

(profiling); and 

-Offer your users personalised advertising in online media 

in a more efficient way and avoid repetitive impacts. 

 

 

On the basis of the above, it can be concluded that TrustPid 

will be a suitable means to achieve the objective pursued. 

Judgment of neces-

sity: the processing 
There are similar alternative mechanisms to Telco that 
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(2) Via TrustPid Privacy Portal which includes detailed information about the TrustPid ser-

vice, its objectives and features as well as detailed information on the processing within the 

TrustPid Privacy Policy in line with Article 13 GDPR. See Annex 4 for user journeys of the 

Privacy Portal.  

 

(3) Via the participating partner websites:  

• Telcos’ websites - Participating Telcos include information on TrustPid service in 

their Privacy Policies or transparency centres within their websites. Example be-

low:  

“You can manage your settings and preferences at any time via the data protec-

tion portal at www.trustpid.com For more information, visit the TrustPid official 

site at www.trustpid.com" 

• Publisher/Advertisers’ websites – Participating website operators include refer-

ence to TrustPid in their own privacy policies which includes additional explana-

tion of the TrustPid service and how to revoke consent which is either facilitated 

by providing hyperlinks to access directly the TrustPid Privacy Portal

o amend their preferences. 

2.22 If applicable – how was the 

consent of the data sub-

jects obtained? 

The consent is collected via participating advertisers’ and publishers’ websites (See Sec-

tion 2.10 above for detailed consent user experience and technical flow, and Annex 6 

for consent guidance).  

Users need to provide their consent on every website individually for the processing to 

take place and to enable generation of IDs by the TrustPid platform. This means that 

there is no “global consent” applicable to TrustPid, instead the solution has also been 

designed in a way which requires consent to be gathered for each specific domain that 

the user visits. 

2.23 How can the data subjects ex-

ercise their rights? 

The TrustPid solution has been designed to provide a self-serve one-stop-shop portal to en-

able users to manage their preferences and exercise their data subject rights at any time.  

 

See Annex 3 for detailed description on exercise of rights. 

2.24 Are the processor’s obligations 

clearly defined and con-

tractually agreed? 

☒ Yes  

See Section 2.19 above for details on contractual set-up. 

 

In respect of sub-processors, contractual agreements concluded with Processors require 

them to set up legally binding terms with such sub-processors to ensure the same ob-

ligations imposed on the processor with regards to the data processing flow down to 

them.  

 

☐ No 
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beliefs or other sensitive per-

sonal data 
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