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Abstract can be considered as a group of actions encapsulated by
the operations Begin and Commit/Abort, having the fol-
For complex services, logging is an integral part of many lowing properties: Atomicity (A), Consistency (C), Isola-
middleware aspects, especially, transactions and monitor tion (I) and Durability (D). Here, we focus on the atom-
ing. In the event of a failure, the log allows us to deduce the icity aspect, that is, either all the actions of a transactio
cause of failure (diagnosis), recover by compensating theare executed or none. In the event of a failure, atomicity
logged actions (atomicity), etc. However, for heterogerseo is preserved by compensation [4, 16]. Compensation con-
services, logging all the actions is often impracticabledu sists of executing the compensating actions, correspgndin
to privacy/security constraints. Also, logging is expeasi to each executed action of the failed process, in reverse or-
in terms of both time and space. Thus, we are interestedder of the original execution. Many advanced transactional
in determining the absolute minimal number of actions that models have also been proposed, e.g. “semantic compen-
needs to be logged, to know with certainty the actual se-sation” [16] which do not require any knowledge of the
guence of executed actions from any given partial log. This execution sequence. However, their application to more
problem happens to be NP-Complete. We consider complexautonomous systems like Web Services has been limited,
services represented as a hierarchy of services, and pepos where the default compensation mechanism of the widely
a decomposition mechanism which dramatically decreasesused Business Process Execution Language (BPEL) is to
the complexity (up to 2 exponentials). The decomposition“execute the completed actions in reverse order”. Thus, for
also works for distributed services. compensation to be feasible, we need to reconstruct each
executed action or the complete history of any execution.
To achieve that, we maintain a log of the observable ac-
tions. In addition to the obvious space overhead of log-
ging, the complete log may not always be accessible. For a
An interesting problem for complex systems is to deter- comppsite service, the provi.ders. of its component ser\{ices
mine a minimal set of actions that needs to be observableare different. As such, their pnvacy/secunty constraunt
such that a given property holds. Some of the propertiesmay p_revent them from exposing (part of) the logs corre-
studied in literature of discrete ev.ent systems are normali ;pondmg o the execution at the".SIte.S' AI.SO’ _heterogene—
ty [8], observability [7], state observability [11], diags- ity may lead Fo the logs being mamtalned in c.i|fferent_fo.r-
’ ' ' mats, rendering some of them incomprehensible. Existing

?ng'rtzﬂglvs)]’v\?é% seor\ljirczyieilr\/negc;ré?:iggrff]s rtecf)e?s(f[grgﬁoosr:t_e Web services specifications to provide transactional guar-
line service accessible.via Internet standard protocols Aantees, such as WS-Coordination, WS-AtomicTransaction
P ' " "and WS-BusinessActivity [18], are basically distributed a

EZE?ZZ':&CS;N'CC:&gﬁ]rzs?ﬁsi;f:gzﬁt?:gOefxi'tztg?récgqnepnot'greement protocols which are based on the assumption that
. ' . P . PENENL )| state transitions are reliably recorded” and can be-com
to provide a new service. A service schema which specifies

the execution order of its components, can be modeled as ensated. Our approach is targeted towards a more hetero-
. : P ' %eneous environment where all transitions may not be ob-
graph, performing actions on global variables. We do not

tackle here the modelization of a service as a graph Whichservable. Hence, we want from a partial log of the observ-
. : graph, able actions to know with certainty the actual sequence of
should be handled with care to yield a graph of reasonable

. executed actions, to be able to compensate it.
size (see [17] and example 1). P

Our long-term objective is to provide a transactional  gection 2 introduces the required formal preliminaries
framework for (composite) Web services. A transaction jncjyding the precise problem statement. Clearly, we are
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DOC) and ANR-06-MDCA-005 DOCFLOW. ble. However, determining the minimal number of action-
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s to log, such that any execution of a system is compens-quencep = 7, ---7,, € T * is a path ofM if there exists
able, is NP-Complete. This is not very surprising, since the qo, - - - , ¢, € Q"™ with 7; = (¢;_1,¢;) forall 1 < i < n.
closely related sensor selection problems [19, 10] are alsoA path is called initial if furthermore, = so. We denote
NP-Complete (see section 3). Also, the problem cannot beby P (M) the set of initial paths il/. Finally, we denote
approximated [13] in polynomial time, which means that by |M]| the size ofM, that is, its number of transitions.
polynomial time algorithms cannot give a minimal set for In general, for any executign we call observation pro-
all graphs, and that for many graphs, the observable set projections the observation we have aftewas executed (a se-
duced would be much bigger than the minimal set. guence of actions, control points, data). We say that an

A complex service is often constructed hierarchically observable projectios is uncertain if there exists two paths
(see section 4), with some services at a high level corre-having the same projection. The servikkis execution se-
sponding to many composite services at a lower level. Eachquence detectable iff none of its observable projectioas ar
hierarchical level potentially describes the interacdiahd- uncertain.
ifferent level of abstraction, e.g., the top level may déxser
the interactions between several providers, then the nex-Definition 1 Let 7o C T be the set of observable transi-
t level between services of a provider, and so on. Moreover,tions. The observation projection Qbs 7* — 7 is the
components can be reused in a hierarchical system, giving anorphism with Ohs (a1 ... a,) = 01 -+ - 0, With 0; = a; if
compressed way to represent big systems. Hierarchical sysa; € 7o, ando; = eif a; € T \ To, with ¢ the empty word.
tems are often used for words [12], Finite State Machines
[2], and even trees [9]. For words, e.g., hierarchical struc ~ Thatis, Obg(p) is the subsequence pfobtained by e-
tures correspond to the LZ compression [12]. We show in liminating from p every occurrence of a tuple which is not
section 5 how to use the hierarchical representation to com4n 7o. With such an observation projection Qshe only
pute efficiently a minimal observable set of transitionse Th  Way of having execution sequence detectability is to have
algorithm is not straightforward since the log of both mini- €very transition observable. Indeed, as soon as theresexist
mal sets of actions of different components is not necessar-ven one non-observable transition, the service is not exe-
ily enough to recover the actual sequence of executed accution sequence detectable. Else, let us take a/pathith
tions of the whole graph. One solution could be to resort the last transition ¢ 7o. Then, Obg (p7) = Obs (p). A
to function Summarization, but then on'y an Overapprox_ usual Way to overcome such a problem is to ask for Certainty
imation of the minimal set of actions would be obtained. ©nly up to the last few events of the sequence [11]. Howev-
Neverthelesswe show that it suffices to run the algorithm €, this workaround does not make sense in our framework
with slightly different parameters on each componafe since if we cannot compensate the very last action, then we
thus obtain a divide and conquer algorithm. We present acannot compensate any action at all. As such, we design
theoretical complexity analysis which illustrates thedfgn & new observation mechanism, where the last control point
of our method (up to two exponential better when using the reached before failure is monitored, even if the last action
full hierarchical representation and one exponentialepett IS not logged. In practice, it means that every state that is
by using the hierarchical representation even if companent reached is monitored, and overwrite the previous state in a
are used only once, compared to flattening the hierarchicaisPecial memory buffer.

graph), that is verified experimentally (section 7). _ .
Definition 2 Let M be a service;Jo C 7. The observa-

o tion projection Ob$™ : 7% — (73,Q) is the function
2 Preliminaries Ob<St(p) = (Obsy (p), q) for all p € P(M) ending ing.
Formally, we model a transactional service as a 4-tuple  we will stick with this definition of observability for the
M = (Q,s0,s7,T), where(Q,T) isagraph§ € Qis  restof the paper. As mentioned before, we are interested in
called a state antle 7 a transition) ando € () ands; € logging as few transitions as possible.
@ are the initial and final states, respectively. ) )
Our systems are thus graphs with a unique input and out-Problem statement. Given an servic@! = (Q, so, 57, T),
put point, each node and arc corresponds to a state and tranVe call T_o an observable set of trarjsmons if the service
sition, but we ignore the alphabet. We assume that the seriS €xecution sequence detectable with g?bs\_/\(e want to
vice M does not have any unreachable states and that aldetérmine a minimal observable set of transitiGpsc 7.

states can reach the final stafe For convenience, we al-  The cardinality of such a minimal observable Bgtof a

so assume that there are no outgoing edges Wprand  service) is referred to as its observable sizeO(M) =

no incoming edges te,.~ We say that an execution se- |7;,|. Notice that as is usual with decision and computation
INotice that we could deal with a service without these rezmants, algont_hms,_ itis _SUf“C'ent to haV_e an a'QO{"thm which fro_m

but the proof would be more technical. a service gives its observable size. That is, we can derive a
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Figure 1. Travel funds request workflow. 3  Problem Hardness

minimal observable set of the service based on knowledge

) =t A We first relate the problem of computidd O (M) using
of its observable size in polynomial time.

our definition of observable projections with other known
problems. We state now that computing the minimal ob-
Example 1 We consider in Fig. 1 atravel funds requestser- servable set is equivalent to theiconnected subgraph
Vice, inSpired by the workflow in [14] It involves different pr0b|em also called theninimal marker p|acement prob_
departments across organizations, and it is hierarchical i lem[10], in the meaning of the following proposition.
that the deliver cheque service is hierarchically desalibe

We model the service using the servicd = Proposition 1 Let M be a service an@p a subset of tran-
(S, s0,5¢,T), as shown in Fig. 2. Notice that this service sitions of M. Denote byM' the serviceM obtained by
is a simplification, since for instance the choice betweenth deleting all transitions belonging tdo. Then, 7o is an
team leader or supervisor approvals is not represented. Theobservable set af/ iff there does not exist a pair of paths
reason is that they are both associated with an empty com-p, £ p, of M’ with p; beginning and ending at the same
pensating transition, hence knowing which path was takenstates ag.,.
here is not necessary to be able to perform recovery. How-
ever, itis necessary to know which bank issued the chequein  To prove proposition 1, it suffices to prove that if there
order to be able to compensate it, by a “Cancel Last Amer- does not exist a pair of paths # po of M’ with p;
ican Express (Citibank) Cheque”. Note that we do not ex- beginning and ending at the same stateg-aghen from
clude the logging of data values (in some persistent stgrage any observable projectiofw, ¢,,11), we can reconstruct in
required for compensation. For instance, if there wasnan a unique way a path with OB(p) = (0,¢ns1). The
“Cancel Last Cheque” mechanism, then it would be needed converse is trivial. Indeed, it suffices to define the only
to log the amount and account number associated with thepath p; of M’ betweeng, andg;+1 for o = (¢;,¢})" 4,
“Update Accounts Database” transition. Recovery would andi = 0---n (we fix ¢ = so the initial state ofM’,
manually credit the amount of money written in the log to and recall thay,,.; is the last observed state). Then, the
the corresponding account. Obviously, we cannot save onpathp = po(q1,41)p1 - - (gn, ) pn is the only path with
logging the data values, but we optimize the logging asso-72%(p) = (o,¢,+1). The search for each pagh can be
ciated with the path visited. Our experiments performed made in linear time by a simple depth first searctidh
on BPEL representations of some workflows reveal thatone  The fact is that the marker placement problem is an NP-
transition out of five is logged (which is confirmed in section Complete problem. The question is then to know if there
7) and that data values logs are small compared to logging is a structural subclass of graphs which has a tractable al-
the path. gorithm to give the minimal observable size. We know

Now, let7o = {e2,es3,e9} and a failure occurs while  from [10] that the minimal marker placement problem is
processinges, that is, the cheque is not issued or deliv- NP-Complete even for acyclic graphs. However, the proof
ered correctly. Then, OBS{(ejeseser) = (ea,s5) = uses a graph with unbounded (in and out) degree. We show
Ob$S(e1esese6e7). Thus, we do not know if an Amer- that the problem is NP-Complete even if the graph is both
ican Express or Citibank cheque was processed. Withacyclic and the sum of its in and outdegree bounded by 3

TS = {e2, €6, €9}, We have Od%;t(61626567) = (ea,85) # (that is, indegree 2 and outdegree 1, or vice versa). The
Ob(e1eseseser) = (eae6,55) # ObLN(ejeseseq) = core of the proof follows the same strategy as [10], but the
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Figure 3. FSM M.

encoding to get a unique starting and ending point is both

easier to understand and allows a lower in and outdegree.

Theorem 1 Let M be a service, and a number. Knowing
whetherM O(M) < k is NP-Complete, even if the corre-

sponding graph is acyclic and the sum of in and outdegree

of every node bounded by 3.

Proof. Let M be a system. We reduce Vertex Cover to
the problem of finding a subset of transitichs of M, such
that, there are no two paths # p, beginning and ending
at the same nodes, and using no transitiorngof

Let us take arundirectedgraph(V, E) and a number
k. We want to know whether there is a sub%egt of V
of size < k such that for all(v,w) € E, at least one of
v, w belongstd/y. This problem is NP-complete even with
(V,E) of degree 3. The first FSM/ we build has a state
spaceS = V; UV, U By U E, whereV; = {v; | v € V} and
E; ={e; | e € E}. Furthermore, fov,w € V ande € E,
we have transitions

1. (e1,v1) € Tiff v € eiff (vy,e2) €T
2. (v1,wq9) € Tiff v=w.

A graphical representation éff appears in Fig. 3.

Assume that there is a subdgy of V of size k such
that for all (v, w) € E, at least one of, w belongs tol.
Then, defining7o = {(v1,v2) | v € Vo}, we have that
there are no two paths, # p2 with p; andp, beginning

and ending at the same nodes, and not using transitions o

To. By contradiction, else we would haye, p» both from
somee; € E; to somefy € E, and not using transitions of
To. By definition of 7o, it means that fop,, there exists
anodev € e, v € fsuchthaw ¢ Vp. Similarly, for ps
with a nodew. Sincep; # p2, we have that # w; hence
e = (v, w) contradictd/, is a vertex cover.

Conversely, assume that there is a set of transitigns
of size k such that there do not exist two paths from and
to the same state without usirg,. We build the set of
nodesVo = {v | (v1,v2) € To} U{v | Fe,(e1,v1) €
To} U{v | Fe, (v2,e2) € To}. Clearly,|Vo| < |To| = k.
We prove now that’ is a vertex cover ofV, E'). Assume by
contradiction that there exists an edge (v, w) such that
v,w ¢ Vo. Then, we argue that; v, v2e2 andeyw;woes
are two paths not using@y, a contradiction.

However, so far, the graph defined is not a system s-
ince it has several states with indegree O (the).cr),
and several states with outdegree 0 (thg.cr). More-
over, the indegree of staté€s; ),cy and the outdegree of
stategv2 ),y can be 3 (the degree of the undirected graph
(V,E)). However, it is acyclic. For the degree, one can
safely transform any node; with 3 ingoing transitions
from states:, f1, g1 by having two nodes, , v} with tran-
sitions(ey,v}), (f1,v1), (vi,v1) and(g1, v1). Hence all n-
odes have indegree at most 2. The same can be done for
outdegree. The size of the minimal observable set of transi-
tions will not change with such a transformation. Actually,
with such a technique, we could start from an undirected
graph of any degree.

Making the graph a system is a little more involved. We
use the grapltz from Fig. 2. It then suffices to create a
balanced binary tree of transitions with rogt such that
there are? leaves. Thistree h@3(2|E|) nodes, that we add
to the systens’ we built from(V, E). The root of the tree is
the unique initial node, and every leaf is connected to a node
(e1)eer through a copy of grapty. The same is done for
nodeges).c g connected through copies@fto a balanced
binary tree with root; the unique final state. This system
hasO(|V| + |E|) nodes, is acyclic and of total degree 3.
Now, it is easy to show that if the minimal vertex cover has
k vertices, then the minimal observable set of transitions is
of sizek + 4|E|. Indeed, there arg|E| copies of the graph
G each of which requires 2 observed transitions. Once these
transitions are observed, the two balanced trees areytotall
disconnected from each other and from the first system we
had built (since every path from the initial to the final state
of the graphGG uses one of the two observed transitions),
and hence we need to observe exagétlgnore transitions.
Notice that connecting directly the tree wittwithout using
G would not work since it would potentially conne¢t, s/
through two different paths’ — e; — e, — s and
" — fi — fo — s/, withe, f € E. O

This theorem does not mean that the problem is impos-
fsible to solve, but that it cannot be solved for all possible
services. For instance, the complexity of the brute force
method which generates every subset of transitions and test
s whether it is observable, @(2!/M!) for a serviceM with
| M| transitions. The question then is which structural prop-
erty makes the problem easier to solve and often holds for
(real life) composite services. We propose hierarchical se
vices as a candidate property.

4 Hierarchical Services

Hierarchical services provide an efficient way to mod-
el large and complex services by allowing a modu-
lar decomposition. We consider hierarchical services
where two transitions (supertransitions) can be further



refined into another service. A hierarchical service 5 Algorithm for Minimal Observability
H is a finite sequence(M;)i—i..,, Where M =

(Q°, 50, 8%, T*, (11, ki), (13, k3)) is defined as follows: We turn now to defining an algorithm which uses the hi-
erarchical structure of a complex service to compute the
minimal observable set. First, we need the following no-
tations. Giverfp, a pathp is said to be an unobserved path
if it does not use any transition §fp. For a serviceM

and a set of transitiong, of M, we define the following
predicates:

e (Q, T is afinite graph,
e s} ands} are the initial and final states, respectively,

e 7{,75 € T'U{e} are two supertransitions representing
servicesM 1, M*2 respectively, withk? , k% > i.
e Py(M,7To) holds if there does not exist more than one

unobserved path between any two statest s, € Q
(7o is an observable set of transitions).

For instance, the workflow in Fig. 1 can be described
by a hierarchical servicéM, M), whereM, is made of
a initial and final state, and two transitioag eg from the

in_itial to the final state. 'I_'he seryich is very similar to o Py (M,T5) holds if (i) Po(M, To) holds, and (i) there

Fig. 2, except that there is a unique transitiqp between does not exist an unobserved path fraio s,

s5 andsy instead of two. This is a supertransitior} , k1),

with 71 = e;0 andk! = 2, meaning that,, representd/s. e P/(M, 7o) holds if (i) Po(M,7To) holds, and (ii)
With each hierarchical servick, we associate an ordi- there do not exist states, s, € @ such that (a) there

nary servicel{ obtained by takind/?, and recursively sub- is an unobserved path fromy to s,, (b) there is an

stituting each supertransition by the service it represent unobserved path fromy to s, and (c) there is an un-

For example 1 is depicted in Fig. 2. Given a hierarchi- observed path from; to s5. We refer to such a com-

cal service(H,), H; is a component of{;, if there is a bination of nodes and edges as an unobserved reverse

supertransitiorft, j) in H;. We define the sizgH| of a hi- cyclic pattern betwees, andss (within M) .

erarchical servicél as the sum of the number of transitions

of its componentd/‘. Its diameted|H|| is the number of For instance, on Fig. 2 witli, = {e2,eq, €9}, Po(TS)

transitions of{. The diametet|H|| of H can be expo-  holds becaus@/, is observableP; (7/) holds because ev-
nential in the size off, because components can be reused ery path froms, to sy uses at least one transition @f,,
several times (for instance, a supertransitiofgfand two but P, (7/5) does not hold since there exists three non ob-
supertransitions ofl, can represemt,o, in which case one  servable paths:, from s to s3/ e1e3 from sq to s3/ eseres

does not need to redefidé o three times). from s, to sy.

Now, let us define a hierarchical systdihwith two lev- By definition, Pi.(M,T0) = P(M,T0) =
els. The top leveH; has two states, one initial and one Py(M, 7o), since for alls, there always exists a path
final, with two transitionsr;, » from the inital to the fi- fromstos. Lete < 0 < 1 < 1. We define

nal state. Transitiom, is a supertransition. It is not easy Bes{M,7o) = z € {¢0,1,1'} such thatP,(M, 7o)

to determine a minimal set of transitions fAr. Consider holds, but notP,..(M, 7o) with zz > z, with the conven-

first that describes a systeifi; similar to Hy, that is t- tion P.(M, 7o) is always true. Informally, Best refers to

wo transitionsrs, 74 from the initial to the final state, but the best properties a given set of transitions can ensure, if

without supertransitions. The s& = {73} is a minimal observed.

observable set of transitions féf;. Now, looking atH;

as a normal system (without supertransitiorfs),= {7} Proposition 2 Let C' be a component oM, and 71, 72

is also a minimal observable set of transitions for. We be subsets of transitions of', respectively such that

have furthermore thaf; U 75 is a minimal observable set Bes{C,7;) = Bes{C, 72). Then, for all subset of tran-

of transitions forH . sitions 7o of M \ C, we have Be$t, 7o U T1) =
However, if we takeH), to be the system described in Bes{M, 7o U T2).

Fig. 2 and the associated minimal observable Bet=

T, = {e2,eq,e9} of transitions described in example 1, Proof. LetC = (Q',sq.5%,7"), and BestM, 7o U

thenT} U T4 is not minimal among the observable set of 7;) = z. Let us assume that Bé3at, 7o U 75) = e, that

transitions forH . The reason is thét; is already an observ- s, there exists a pair of states, s, of M with unobserved

able set of transitions, because all paths that pass througlffor 7o U 73) pathsp,, p2 from s; 10 s5, such that the states

H, use at least one transition ¥, so they can be differ-  traversed by, andp, are disjoint, but fors; ands;. We

entiated from the path,. That is, the fact that a subset of show now that Be$f//, 7o U T1) = e.

transitions is a minimal observable set of transitionsdbg| If both p; andp» do not touchC, then BestM, 7o U

al to the whole graph, not local. T1) = e. If both p; andp- belong toC, thenPy (C, 72) does
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Fy (M).

Fy (M) and (b)

not hold, which mean#$,(C, 7;) does not hold, implying
Bes{(M,To UTy) =e.

If s1,82 € (@ \ Q) U {sg,s’f}, andp = p; or ps
passes througl', then there exists an unobserved (7o)
path froms; to s’ (a subpath op). Given this, P (C, 72)
does not hold; which implies thdt (C, 7;) does not hold.
Hence, there exists an unobserved (foy path froms; to
s’,, and an unobservable (fG, U 71) pathp’ can be con-
structed from this path and As such, there are two dis-
joint paths unobservable fofp U 7; betweens; and ss:
Bes{M,To UT;) =e.

If 51,80 € Q', andp = p; or p, passes throug, then
there exists an unobserved reverse cyclic pattern fipr
betweens, ands’;. Given this, 1. (C,7>) does not hold;
which implies thatP;. (C, 7;) does not hold. Hence, there
exists an unobserved (f@g) reverse cyclic pattern between
54 ands’f, and an unobservable (fgp U 71) pathp’ can be
constructed from this pattern apd As such, there are two
disjoint paths unobservable f@p U 7; betweens; andss:
Bes(M,To UTy) =e.

The cases where, € Q' \ {sg,s}}, 52 ¢ @', or both
p1, p2 pass throughC, are not possible because then the
paths would meet in; and/ors’,.

Hence, BestM, 7o U T3) = ¢ = Bes(M, 7o U
Ti) = e. By symmetry betweeff; and 7, we have the
equivalence: Be§b, ToUTz) > 0iff Best(M, ToUTy) >
0. Now, forallz € {1,1'}, we can enricid/ to F;, (M) with
Bes{M, 7o) > ziff Best(F, (M), To) > 0. Applying it to
M, we get BedtM, To U Tz2) = Bes{M, To U Ty).

The functionsF,, are given schematically in Figure 4,
WhereF ( ) (Q”, 6/' //, //) 0

Forz € {0,1,1'}, we defineT, (M) as a smallest sub-
set 7o of transitions of M such thatP,(M, 7o) holds.
For a subset of transitions of a component' of M,
we also denote by,”>“ (M) a smallest sefp such that
ToNC = T and P, (M, 7o) holds. Every algorithm to

compute the minimal observable set of transitions is recur-transitions ofA;, for allv € V' = {0,

@i\,

Figure 5. service M = (Q, so, sy, T) having
component C = (Q', sq, s, T").

transitions ofC'. As proved in proposition 2, the size of
To is constant for severdl' such thatBest(C,T) = y.

If |7 |T| with Best(C,T) Best(C,T"), then
|T.7C(M)| > |T-C(M)|. We can use this idea to com-
pute 7. (M) in a compositional manner, for a servidé
having component’:

MinimalDecomposition/, C):

1. Compute a minimal sef,(C) of transitions ofC,
vy € {0,1,1'}.

2. Compute a minimal séf, (@) (M
M,Vy € {0,1,1'}.

) of transitions of

3. Output a set of smallest size amoﬁ&(c)’C(M).
For example, consider the servigé having component

C'in Fig. 5.
1. A minimal set 7,(C)

= {(86,82),(81,89)},
{(56’ Sl)a (S'Za Slf)}r

Ti(C) = and T1/(C) =

{(56132)7(5175})7(51752)}'

2. The corresponding observable sets off:
(s1,8%), (s0,5¢)} of

T () = {(sh, s2),
size 3,7, “(M) = {(sh, 51), (52, 8,)} of size 2,
and 7, (M) = {(sh, 52), (s1,57), (51,82)} of
size 3.

3. TTl ©, C(M) is a minimal observable set 8f .

We can now state the main theorem of the paper.

Theorem 2 Let H = (M;), be a hierarchical service. It
is NP-complete in the size &f to computel/ O(#). More-
over, it takes at most tim@ ("7, 2!Mil),

Proof. It suffices to compute a minimal s&f (M;) of

1,1'}. These ac-

sive, taking the set of transitions considered observable a tions are performed from bottom of the hierarchy to top. To
input. It is easy to modify them to input in the beginning compute7,,(C;) for a moduleM; usingM;, My, j, k > i,
not ¢ but 7', and disallowing to select any new transition- We use7,s (M;) and 7, (M) which have already been

s in C, such that they computg,-“ (M), and they do it computed. Indeed, it suffices to compute a minimal set

faster tharfT; (M) because they cannot choose among the 7, * (M= 7w (Mi):- MMy 1y of transitions ofM, for all



valuationsv’, v”. Then, it suffices to output a set among 1. For a pair of componen®, E € S¢, if D is a sub-
g Jer MOUTor (M), MMy ry of minimal size. O graph ofE, deleteD.

It is important to notice that since a service is in par-
ticular a hierarchical service (with hierarchy height of 1)
we know that the problem is at least NP-hard. However,
the complexity could be exponentially worse for hierarchi-
cal graphs, since a small hierarchical graph can represent a
exponentially bigger flat graph. We prove that this is not the
case. Moreover, we prove that the complexity is linear in the
number of components, and exponential only in the size of

each base component. That is, we prove that with a smartP . . .

. . L roposition 3 The biggest component of a systéih is
algorithm, one can compute efficiently the absolute minimal comouted in quadratic time usina the above algorithm
observable size even for huge hierarchical systems, as long P q 9 9 '

as each component is small enough. The best case com-
parison is with respect to a hierarchical service of diamete
O(2™), havingn base components of si2e(each one be-
ing reused®™~! times). The brute force non-compositional
method runs ofi{ and takes tim&(22" ), while our method
takesO(n), that is a doubly exponential improvement (one 7 Experimental Results
exponential due to the reuse of components, and another

2. For a pair of component® = (Q',sq,s%,7") and
E = (Q",sg,5%,T") of Sc, if s = s ands’y = s},
then create a new componéht= (Q' U Q", s, s’f
T 'UT"). If F # M, then deletdD andE from S,
and addF' to S¢.

3. Return the biggest € S¢.

The procedure can thus be inductively called until there
is no more componentin the graph, and then the hierarchical
structure of the graph is obtained.

due to decomposition). We tested our decomposition algorithm on hierarchical
graphs. First, we choose a number (between one and nine)
6 Folding Unfolded Structures of base subcomponents in the graph. Then, we generate

each of them randomly by using tt&ynthetic DAG gen-
The problem is that the complex services to analyze is erationtoql (http_://www.Ipria.frF§uter/dags.html). We then
not often given in a hierarchical way. Moreover, there is 9enerate inductively a hierarchical graph having these bas
no clear hierarchical descritpion of a service. Instead, we SuPcomponents randomly using the same tool, by assign-

explain here how to find or recover a hierarchical structure I"d two edges to these components. There is no reuse of
from a flat service components. For each value, we generate each hierarchi-

We present here a linear time (in the number of transi- €@l 9raph and each base subcomponent five times to com-
tions) algorithm to compute the smallest componehisf pute the mean values (because of variation in runtime and

an FSMM knowing its starting and ending state, and an observable size). We then unfold the hierarchical graphs
initial transition from starting state. as (flat) graphs, whose size is linear in the number of base

_ components. We then run both a brute force algorithm and
Input. A serviceM = (Q, so, 57, T), 7 =(s,51) € T our hierarchical algorithm on these graphs. We do not input

andt € Q. the hierarchical shape of the graph, instead the algorithm
Output. The smallest componeiit = (Q',s,t,7") of finds the optimal decomposition. with the polynomial time

M with7 € T'. folding algotithm. Fig. 6(left) shows the times (in log&rit
Initialization. 7' = ¢, S = {7}, Q" = {s, s1,1}. mic scale) needed to compute a minimal observable set us-

- ing brute force and our decomposition algorithm wrt. the
1. Select a transition’ = (s}, s3) € S. If s; # ¢, then  number of edges (which is linear wrt. the number of base
S = 5U{(sy,55) | (s3,85) € T\T'}. If sy #5  subcomponents).
thenS = S U {(s4,s)) | (s4,s}) € T\ T'}. Finally,

S:S\{Tl}yTl :T’U{T’},and@l :QIU{SS,SIQ} 1000 22 +
" e D i + -
100 7 = BruteForce | 2 P + Py
2. If S # 0, repeat step 1. : —meancicomp. | || 31— S
§ l/v . —— "mean brute” E 15 0\/ M/ * o -~
3 (s £ 50 Aso € Q) V(1 £ 5y Asy € Q) then g p Lo gprpma 1L T
return that a component betweemnd¢ with respect LR S Sadid 0 N ‘:F' s
to 7 does not exist. Else, retufi. 001 “Teo w5606 [ R P e ——
Number of edges (nbr. of subcomponents) number of edges

The above algorithm can be iteratively invoked to com-
pute the sef- of all components of an FSM/. We now

. . Figure 6. Execution time & observable size
give an algorithm to compute the largest component/of 9



Our decomposition algorithm is indeed linear time wrt. Pay by Credi Card (2) @ Search by Singer (d)
the number of base subcomponents/number of edges (0.14s ' -
for an average number of edges of 18 and 0.73s for an av-
erage number of edges of 108), while the brute force is ex-
ponential in the number of edges, already timing out at a © Search by Tack 1)
little over 40 edges. For 1 subcomponent, the overhead of TN ®
our method makes the decomposition slightly worse than O lson © arminate Session 2 ()
the brute force method. Fig. 6(right) shows the percentage
of edges needed to be logged among all the edges. Both al-

Payment () Grminate Session 1 (f)

to be logged out of 4 to one edge out of 15. The mean value
seems to tend to one out of 6.

8 Distributed Services

We consider distributed services, given in the form of
product of two serviced/ andN. We first on services hav-
ing no interaction between them (that is, one service cannot  Figure 7. FSM's (a) M (b) N (c) M x N (dashed
write a global variable that is read or written by another ser  arrows represent observable transitions).
vice). We explain later how to deal with interacting sergice
having a non interacting component.

The composition schema of such a composite service is
specified as a product of the FSM’s (corresponding to the Proposition 4 For a pair of non interacting FSM'é/ and
composition schema) of the component composite servicesy, and one of their respective minimal observable sets
[3, 6]. Given servicesM = (Q1,50,,5f,71) andN = Tom and Ton, Tom U Ton is a minimal observable set
(@2, 805554, T2), Ti N To = 0, we define their product of M x N.

M x N = (Q,801802,8f18f2,T) with Q = Q1 x @2 and

Now, let us consider the more general case whidrand
T =T XTace UTs X T1e N interact, butdM has a componeidt that does not interact
with N. Then, one can decompogé into C andM \ C,
and compute an observable ggtof transitions ofC. We
can choose the observationg®fx 7>, to be one of thd;.

whereTy. is the set of self loop transitions;, s;) for
$i € Qr, k=1,2.

The observation and logging for each component service
are done locally. Hence, our decomposition method Can'ExampIe 2 We consider FSM'S! = (Q1, so, 57,, T1)
not be applied on the product since choosing to observe a(Fig. 7a) andN = (Qs, S04, 51, T2) (Fig. 7b)1 rep;esent-

ganskljtlon mda_ compcr)]nent of tk:le _pf)rc;]duct might force it 0, s services which allow searching and listening to songs
e observed in another as well (if the same componentis,,jine (3] The e-services allow different modes of payment

reused). Moreover, strict execution sequence detection IS3nd searching for song files by singerftitle. Their product

not required, since not knowing the exact interleaving be- M x N is shown in Fig. 7c. The FSBI contains a compo-
tween two “equivalent paths” is not needed. More formal- nentC' = (Q’, 50, 51 7'—,) s.uch that7’ N 75 = 0. Now, let
- ) 19 ) - . 1

|]\y4’ tw?vconsecutive tra;s_itic;ns "’Ed T"T; of ? pat?\f of us consider minimal observable séfs, = {a} and 7o, =
£ AV can ;ommutﬁ Wi 1S romf Man J\Tf”l rom . ,lor {e} of C andM \ C x N, respectively. Therfo, UTo, isa
vice versa. Two pathg, # p» 0 x NVare equivalent —inina) observable set off x N as shown in Fig. 7c (with

pL = p2, i pr = py after a finite sequence of commuta- o yashed arrows representing observable transitions).
tions onp; (or p2). We say that the produd x N is

observation sequence detectable with the observatign of ) . )

in M and7s in N if for all pathsp:,p» of M x N such 9 Discussion and Conclusion

that Ob§% - (p1) = ObSfs! - (p»), we havep; = ps. In

this case, compensation can be performed using any of the We studied compensation under partial log visibility. To

equivalent (reversed) runs, this will result in the same-con the best of our knowledge, this problem has never been con-

sistent state. We then have the following desirable prgpert sidered in the context of transactional services. We pro-
posed a framework which uses the hierarchical nature of



composite services, and gives an efficient algorithm to com- [13]
pute the absolute minimum number of transitions to observe
in order to get compensability.

The algorithm we proposed considers only a subset of [14]
the whole set of transitions. It is thus straightforwardde a
d constraints, such as, a subset of transitions “can/cannot
be observed”. It is very useful since in practice, we have 15]
to take into account privacy/security issues. The algerith
m would then answer the absolute minimal observable set
among those satisfying the constraints. Also, the hierarch [16]
cal decomposition allows to deal with dynamicity. Indeed,
if a service gets transformed (e.qg., after the discoventhde
of a sub-service), obtaining a minimal observable set would [17]
need recomputation, only at its level of the hierarchy (not
below), plusfewlevels above (until the properties of a level
are unchanged). It also allows to describe more accurately
the details of a service which was considered atomic untill
now, in order to have feedback on where a service failed ex-
actly. We can also deal with distributed services, and with
systems which are not given in a hierarchical way (using
our folding algorithm).

[18]
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