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—— Abstract
An important task in Al is one of classifying an observation as belonging to one class among several
(e.g. image classification). We revisit this problem in a verification context: given k partially
observable systems modeled as Hidden Markov Models (also called labeled Markov chains), and an
execution of one of them, can we eventually classify which system performed this execution, just by
looking at its observations? Interestingly, this problem generalizes several problems in verification
and control, such as fault diagnosis and opacity. Also, classification has strong connections with
different notions of distances between stochastic models.

In this paper, we study a general and practical notion of classifiers, namely limit-sure classifiers,
which allow misclassification, i.e. errors in classification, as long as the probability of misclassification
tends to 0 as the length of the observation grows. To study the complexity of several notions of
classification, we develop techniques based on a simple but powerful notion of stationary distributions
for HMMs. We prove that one cannot classify among HMMs iff there is a finite separating word
from their stationary distributions. This provides a direct proof that classifiability can be checked in
PTIME, as an alternative to existing proofs using separating events (i.e. sets of infinite separating
words) for the total variation distance. Our approach also allows us to introduce and tackle new
notions of classifiability which are applicable in a security context.
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1 Introduction

The spectacular success of artificial intelligence (AI) and machine learning techniques in
many varied application domains in the last decade has led to the emergence of several new
and old questions, especially regarding their guarantees and correctness. This has led to
several recent projects at the interface of formal methods and AI, whose broad goal is to
formally reason and verify properties about these AI models and tasks. One such important
task in AT is classification, which is a fundamental problem with many practical applications,
e.g., in image processing. In this paper, we consider classification in a verification context.
One main issue when verifying systems is partial observability. It is thus important to know
what information can be recovered from a partially observable system.

We first consider a system perspective: we want to know whether, no matter the execution
of the system, some hidden information is retrievable, at least with high probability. To
represent the system, we thus consider a partially observable stochastic model, namely
? S. Akshay, Hugo B.azille, Eric Fabl."e, and Blaise Genest;
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Classification among HMMs

Hidden Markov Models (HMM for short) [14, 10], also known as labeled Markov chains [5] or
probabilistic labeled transition systems [4]. While notationally different, these various models
are equivalent in terms of expressive power. In HMMs, states are not observable, but we get
some (potentially stochastic) signals from states. In the specific variant of HMMs that we
study in this paper, we encode the signals from states as labels of transitions exiting states.
That is, the observation from an execution of an HMM is its labeling sequence. We encode the
different hidden information as several HMMs, with different transition probabilities. Finding
the hidden information from the observation thus amounts to classifying the observation
among the different HMMs.

Many problems concerning systems with hidden information can be recast in the framework
of classification, such as, (i) fault diagnosis: classifying between a faulty system that has
executed errors and the system without faults [16, 18, 3, 4]; (ii) opacity: classifying between
high and low privilege parts of the system [10], etc. Although some problems are incomparable
(e.g. diagnosis is intrinsically “asymmetric” while classification is “symmetric”), most proof
techniques and ideas are common. Moreover, results on classification problems have been
applied to show results in these related contexts. While it is not our aim to survey these
applications here, we provide two instances: a fault diagnosis problem [4] is solved using a
result on distance between stochastic systems [5], which is equivalent with classification [11].
Also, opacity is cast as a classification problem in [10]. We hence believe that classification is
a good framework to state and prove algorithmic and complexity results.

Several notions of classification can be defined: sure, almost-sure, and limit-sure, depend-
ing respectively on whether we want the classification to eventually happen for sure, with
probability 1, or with arbitrarily small error. The first two notions have classical solutions
coming from fault-diagnosis [16, 3]: the existence of such classifiers can be checked in PTIME
and PSPACE respectively. The third notion is however the most practical as the classifier is
the most powerful: it can use the long run statistics on observations to take its decision (e.g.
the frequency of ab’s in the word). It is also the hardest notion to study for this very reason.

We focus on this notion of limit-sure classification in this paper. First, a closely-related
problem of distinguishability has been proved to be in PTIME by [11], using the PTIME
algorithm from [5] to test whether the total variation metric between two HMMs is 1. We
reinvestigate these deep results using different techniques, which shines some new light on
this problem. Our starting point is the following: for a very restricted class of HMMs [10],
whose underlying Markov chains are ergodic and crucially, assuming that initial distributions
have non-zero probability on every state, it is sufficient to consider the statistics on states
(e.g. the frequency of state s). These statistics on states are obtained by [10] using the
classical notion of stationary distributions over the underlying Markov Chain, i.e. the HMM
where we forget all observations. As we show in Example 2, stationary distributions on
Markov chains do not suffice for solving limit-sure classification for general HMMs. We build
on this idea and propose a new notion to study the long run statistics of the observations.

Our first contribution is to develop the notion of stationary distributions for general
HMDM:s to study the long run statistics of the observations. To do so, we focus on beliefs, that
is the set of states that can be reached with the same observation. We show that a notion of
stationary distributions can be defined for beliefs in Bottom Strongly Connected Components
(BSCCs), and that it also corresponds to a notion of asymptotic distributions, describing the
asymptotic statistics of beliefs. This generalizes stationary distributions for Markov chains:
for instance, irreducible Markov chains of period k& correspond to cycling through k different
beliefs. We believe that this notion can find applications in other contexts.

Our next contribution is to show how this notion of stationary distribution of HMMs can
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be used to characterize limit-sure classifiability. We show that we cannot classify between
HMMs iff they have beliefs which can be reached by the same observation and for which the
stationary distributions can be separated by one finite word (for which the probability is
different). This provides a PTIME algorithm to test for limit-sure classifiability. Note that
the existence of such a PTIME algorithm has been established in [11], where this result was
formulated in terms of HMMs distinguishability. The proofs are different however, as [11]
focuses on separating events [5], that is sets of infinite words with probability 0 (resp. 1) in
one of the HMMSs (resp. the other one), while considering stationary distributions allows us
to focus on a single finite separating word with probability p (resp. g # p).

Our final contribution is to study classifiability in a security context: an attacker has
different attacks against different HMMs. To be able to perform his attack, he needs to
find one execution that can be classified (and thus attacked) rather than whether every
execution can be classified. We call this notion attack-classification. We study limit-sure

attack-classification using the notion of stationary distributions for HMMSs developed above.

We show that deciding whether there exists a limit-sure attack-classifier between two HMMs
is PSPACE-complete. On the other hand, if we consider a variation on the notion of limit-sure
attack-classifier, which extends distinguishability for HMMs [11], we are able to show that it
is not only different from limit-sure attack-classifier, but this problem is also undecidable.

2 Preliminaries and Problem Statement

A Hidden Markov Model [14, 15, 10] (HMM for short) A on finite alphabet ¥ is a tuple
A= (S, M,0q) with S a set of states, oy an initial distribution, M : S x ¥ x S — [0; 1], such
that for all s, 3, ., M(s,a,s") = 1. Notice that this notion has been referred to using different
names in the literature: labeled Markov chains, pLTS (probabilistic transition systems) in

[4], probabilistic automata (not to be confused with Rabin’s Probabilistic automata), etc.

Classical Markov chains can be viewed as HMMs with a single letter alphabet. In what
follows we assume knowledge of classical properties, definitions about Markov chains, such
as irreducibility, aperiodicity and refer to [9] for a formal treatment.

A run p of A is a sequence in S(X x S)*. It starts in s~ (p), with og(s~(p)) > 0, and ends
in state sT(p). An observation w from A is a sequence of letters w = ay - - -a, € X* such
that there exists a run p made of n + 1 states p = sg, a1 ..., ans, with og(sg) > 0 and for all
>0, M(s;—1,ai,8;) > 0. We denote obs(p) = w. For a run p = sg, a1 ...,a,s,, we define
its probability as P(p) = oo(so) - [11—; M(si—1,a;, s;). We sometimes abuse notation and
write M (s1,w, s,) to mean [[;—, M(s;_1,a;,s;). We define the probability of an observation
wE X" as P(w) =3 ,ps()—w P(p)- In general we write P# to express the probability in
HMM A with initial distribution o. If o(s) = 1, then we use P instead.

A non-deterministic finite automaton (NFA for short) is as usual a structure A4 =
(S, A, Sp), where the transition probabilities (as in a HMM) are replaced with a transition
relation A and initial distribution is replaced by a set of initial states Sy. For a HMM
(S, M,00), we can associate the NFA A = (S, A, Sp), by taking (s,a,t) € A iff M(s,a,t) >0
and s € Sy iff 0g(s) > 0. The notion of paths and observation is preserved. Fig. 1 shows an
HMM on the left and an NFA on the right.

The language of an automaton (or by extension of an HMM) is the set of observations
L(A) = {w | w = obs(p), p a path of A}. We denote by L>°(.A) the set of infinite observations
in A, that is such that every of its prefix is in L(A). Finally, we use the standard way to
extend probabilities to some sets of infinite paths, by means of cylinder-sets [1]. In particular,
taking two HMMs A, A5 on the same alphabet, L>°(A;) N L (Az) is measurable. We write
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Figure 1 Example of an HMM A on alphabet ¥ = {a, b} and of an NFA B4 on alphabet X.

L(A, s) for the language of A starting in state s.

A strongly connected component C' of an HMM A is a maximal set of states such that
there is a path from any state of C' to any state of C. A strongly connected component C' is
called a bottom strongly connected component(BSCC) if the only states reachable from C' are
in C. For instance, there is only one BSCC in the NFA of Fig. 1, with 2 states {z,y} and
{z}. Runs of an HMM end up in one of the BSCCs with probability 1.

Probabilistic Finite Automata (PFA) Several lower bounds will come from results on
Rabin’s probabilistic finite automaton (PFA) [8]. A PFA A on finite alphabet X is a tuple
A = (8, (My)aex, 00) with S a set of states, og an initial distribution, M, : S x S — [0, 1] for
each a € ¥, such that for all a, s, >, M,(s,s’) = 1. Similar to HMMs, the states of a PFA
are not observed, but only letters a € 3 are. The difference is that we can control a PFA by
choosing an action a € ¥, while in HMMs, we observe passively an observation a € X.

2.1 Probabilistic equivalence can be checked in PTIME

The PTIME algorithm for probabilistic equivalence is at the core of the PTIME algorithms
from [5] (and hence [11, 4] using it), [10] and ours. Let o1, 02 be distributions over states of
HMMs A1, As respectively. HMMs A1, As are equivalent from distributions o1, 02, denoted
(Ay1,01) = (A2, 02), if for any observation w € £*, we have P! (w) = P2 (w). In [2] (see

also [5]), it is shown how to test in polynomial time whether P;}l = Pf;"’, ie.

Ml(w) Q]

}.(1’...717_1’...’_1)71:0

My(w) 0 ].(17...,17_1,..-,—1)T|we

As the dimension of Eq(A;, A2) = { { 0 M (w)
¥*} is at most | Ay |+ Az, we can build a basis vy, ... vg for Eq( Ay, As) of size £ < |Ay|+|Azl.
It suffices then to check whether (o1 02)-v; =0 for all i < /.

Notice that equivalence of PFA has been known to be in PTIME for 30 years [19], before
HMMs [2]. Actually, equivalences of HMMs of and PFAs are inter-reducible (one direction
can be found in [7], and the other one is easy by considering the HMM associated with a
PFA, which performs actions of the PFA uniformly at random).

2.2 The classification problem and its variants

Let (A;);<k be a set of HMMs representing different behaviors of a system under observation.
The system secretly picks one HMM behavior to follow, i.e. it is a priori unknown which
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of the HMMs is being followed by the system. We want to classify, i.e. find out, which
HMM behavior the system follows, only by looking at the observation w € ¥*. The longer
we observe the system, the larger the length of the observation and better the information
we have to find out the HMM. This leads us to the notion of classifiability. As it suffices to
consider HMMs pairwise, we will consider in the following there is only a choice between
k =2 HMMs. We will denote them by A;, with n states, and Ay, with m states. Formally,
a classifier is a function f : ¥* — {1,1,2} that outputs the index of the HMM from an
observation, or possibly L if it cannot conclude (yet). Consider for example A;, A2, both
following the HMM in Figure 1, the difference being that A; starts in = while A, starts
in z. If the observation starts with b, then we know the systems follows As, because b is
not possible from x. We can thus let f(bw) = 2. However, if the observation is ab®a, then
it could come from any A; or As. If the systems are probabilistically equivalent, then no
matter how much we observe, we cannot classify among them. However, this is one extreme
case. One can consider several notions of classifiability:
sure classifiability: there exists a classifier f that eventually identifies the accurate HMM
that generated w. That is, for all w € ¥°°, there exists a finite prefix v of w and a
classifier f for v such that f(v) =1 (resp. f(v) = 2) iff there is no path p of Ay (resp. of
Ay) with obs(p) = w.
almost-sure classifiability: there exists a classifier f that eventually identifies the accurate
HMM that generated w with probability 1. This classifier cannot do errors, but there
may be some infinite observation that cannot be classified, though the probability it
happens should be 0 (such as tossing tail forever on a fair coin).
limit-sure classifiability: there exists a classifier f that, for all € > 0, eventually provides
the accurate HMM with probability > 1 —e. This is the most general notion: sure implies
almost-sure implies limit-sure classifiability.

This leads to the two main questions that we are interested in, for each of the above
notions: (i) how easy is it to decide if there exists a classifier? (ii) if there exists a classifier,
how easy is it to produce one explicitly? For the first question, we can answer easily for the
two first notions, which have been studied in different contexts.

» Proposition 1. [16, 3] We can surely classify among 2 HMMs iff L>°(A1) N L% (As) = 0,
and this can be checked in PTIME. We can almost-surely classify among 2 HMMs iff the set
L> (A1) N L*®(A2) has probability 0, and this is a PSPACE-complete problem.

For the first two notions, building the classifier is also easy: intuitively, it suffices to
compute the set of states reached with the observation (called belief in the next section) for
both HMMs. If the system is classifiable, one of these sets will eventually (almost surely
with the second notion) become empty. The classifier answers the HMM with non-empty set.

Unlike the two first notions, limit-sure classifiability cannot be expressed in terms of the
language. Indeed, it is possible to limit-surely classify among A;, A, and yet L(A;) = L(Az).
Also, a limit-sure classifier can use statistics in order to give its estimate, which opens a lot
of possibilities. Let us illustrate these:

> Example 2. Consider again Aj, Az, where both are the HMM A from Fig. 1, where A;
starts from state z and A, starts from state z. If the observation starts with b, then it is
easy to conclude that the HMM is A,. If it starts with a, then the set of states which can

be reached after observation a is {z,y} in A; and {z} in Az, which are both in the BSCCs.

Actually, after an even number of b’s (and any number of a’s), we still have {x,y} the set of
states possible in .A4; and {z} in Ay. In the following section using stationary distributions
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on HMMs, we will show how to compute that if the HMM is A1, after an even number of b’s,
the long term average is % to be in x and % to be in y. From this, we deduce that the long
term average is % = %1 + %% to perform an a after an even number of b’s. On the other hand,
if the HMM is A,, then the state is z and we obtain the long term average % to perform
letter a after an even number of b’s. As the observation grows, the average frequency over
the observation will tend towards the long term average by law of large numbers. Thus the
classifier f(w) = 1, if the average frequency of a’s after an even number of b’s observed in w
is closer to % than to %, is limit-sure. Notice that using the standard stationary distributions
on Markov chains as in [10] only tells us that both A; and A stay in long term average
2 3

3 2 2 5 21 4 21 of oo -
frequency % in x, £ in y, and % in 2 , and thus do 2 = £ + 25 + 23 of a’s in average, which

cannot limit-surely classify between A;, As.

From the point of view of practical applicability, limit-sure classifiers are the most
powerful, although harder to study. In Section 4, we will study limit-sure classifiability, that
we simply call classifiability. In Section 5, we further generalize this notion to a game-theoretic
attack-classification framework, which is applicable in security settings.

3 Stationary distributions for HMMs

In order to solve limit-sure classification, we would like to use statistics on observations.
Stationary distributions, which is a concept developed for Markov chains, tells us the
frequency to expect about states, as used in [10]. We generalize this concept to HMMs to
take into account observations. While stationary distributions for HMMs turn out to be
crucial in the realm of classifiability, we believe it is also of independent interest.

For a Markov chain M, a stationary distribution ¢ is a distribution over states of M
such that o0 - M = 0. In HMMs, the observation plays an important role and changes our
knowledge of states in which the run could be. Thus, we consider the set of states that
could be reached in an HMM A with a given observation, and call this as the belief-state
or just belief. Formally, let w be an observation. The belief B(w) associated with w is
the set of states {s™(p) | obs(p) = w} which can be reached by a path labeled by w. For
instance, with the HMM A from Fig. 1, we have B(aa) = {z,y}. We let B4 = (2%, A,sq)
be the belief automaton associated with A: (i) its states represent the beliefs associated with
observations of A, (ii) we have (B,a,B’) € A it B’ ={s' | 3s € B, M(s,a,s) > 0}, and (iii)
so = {s | oo(s) > 0} € 25. This is the usual subset construction used for determinizing an
automaton, as shown on Fig. 1. As B4 is deterministic, we sometimes abuse notation and
denote A(B,a) for the unique B’ with (B,a, B’) € A.

Consider a BSCC D of HMM A (as for Markov chains, this is to ensure irreducibility).
For x € D, we denote by B, the subgraph of B4 reachable from {z}. On figure 1, we have
BY, = Ba. It has a unique BSCC, with 2 beliefs {z,y} and {z}. We now show that this is
the general form of the belief automaton:

» Lemma 3. There is a unique BSCC in B}, and it does not depend upon x € D.

We denote Ep the set of beliefs X in the unique BSCC of B, and E 4 the union over all
BSCCs D of A. Notice that F 4 may not contain all beliefs in the BSCCs of B4, because
we restrict ourselves to beliefs X reachable from {z} with a single state z of a BSCC of
A. This is crucial for Lemma 3 to hold. We will see that considering singletons is not a
restriction: assume that the belief reached in a BSCC of beliefs comes from two different
states x,y. Either the statistics on observation from x and y are the same, in which case we
change nothing by considering them only from z. Otherwise, they have different statistics on
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observation, and looking at the observed statistics will give away with arbitrarily small error
the state z or y which they originate from.

For Markov chains (i.e. HMMs on a one letter alphabet), the BSCC Ep is exactly
X, — Xo--- = X — X4, with k£ the period of this BSCC. Hence, this construction can be
seen as a generalization to HMMs of the notion of period of a Markov chain. We use it to
generalize the Fundamental theorem of Markov chains to HMMs.

Let X € E4. We are interested in the asymptotic distribution associated to belief X, that
is the statistics over states of X given that the belief state is X. From that, we will be able to
deduce the statistics over observations. Let Wy the (possibly countable infinite) set of words
which brings from belief X to belief X without seeing belief X in-between. Consider o, ; the
distribution over X such that o, ;(x) = ZweW;'( M (y,w, x), the probability of reaching x
from y after seeing ¢ words of Wx. To compute the limit of o, ;, we define the stationary
distribution ox : X — [0,1] of the HMM given a belief X. For that, we enrich the states of
A with its beliefs, considering the product A x B4 (same runs with same probabilities as in
A). For all z,y € X, let Mx(x,y) be the probability in the HMM A x B4 to reach (y, X)
from (x, X) before reaching any other (z, X), z # y (we refer to [1] to compute Mx (x,y) for
all z,y). We have that for all x € X, ZyEX
For instance, on Fig. 1, let X = {z,y} € E. The Markov chain My is depicted in Fig. 2 has

a unique stationary distribution o(z) = 2 and o(y) = 2. We obtain:

» Theorem 4. Given a HMM A, let X be a belief in E4. Then, Mx has a unique
stationary distribution denoted ox : X — [0,1], i.e. ox - Mx = ox. Further, for ally € X,

Oyi —7 O0X.
1—+00

Proof sketch. We apply the fundamental theorem to Mx to get the statement. It suffices
to show that Mx is ergodic. For all z € X, by Lemma 3, there is an observation v, leading
from {z} to X, ie. A({z},v:) = X. As A({z},v}) is increasing with i and |A({z},vL)| < n
for all i, we obtain A({z},v2"!) = A(X,v?"!). We can then obtain a word w, with
A({z},w,) = A(X,w,;) = X. Now, by induction on the size of X, we can build a uniform
word w such that A({z},w) = X for all z € X. For all z,y € X, we get M;“l(x,y) >0. «

4 Limit-sure Classifiability

We start by stating the definition of limit-sure classification more precisely:

» Definition 5. Two HMMs Ay, Ay are limit-sure classifiable iff there exists a computable
function, also called a classifier, f : ¥* — {1,2} such that P(p run of Ay of size k |
fobs(p)) =2) =k—o00 0, and similarly for p run of As.

(Notice we do not need L as the classifier is allowed to give erroneous answers at
first). Consider the Mazimum A Posteriori (MAP) classifier [14, 10]: it answers 1 if
PA1i(u) > P42(u), and 2 otherwise. To do so, it just needs to record for every state of A;

Lol
w1 NI=
PN

Figure 2 Markov chain M, , associated with the belief {z, y}

Mx (z,y) = 1, that is Mx is a Markov chain.
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b

Figure 3 Twin automaton (on the left) and twin-belief automaton (on the right), for A, As
starting in states y and z

(resp. every state of As) the probability to observe w and finish in state s (resp. s2). Indeed,
we may then compute confidence(i, u) = W%m‘m , i.e. the probability that the decision
1 is correct after observing u. Notice that this confidence is not necessarily non-decreasing,
and that the answer of a classifier can also switch from one answer to the other. In fact,
we show in Proposition 16 (in Appendix) that if (A1, .43) is limit-sure classifiable, then the
MAP classifier will be a limit-sure classifier. The main problem is to decide when limit-sure
classification holds. In fact, this problem can be solved in PTIME. We remark that a variant
of the problem was already shown to be in PTIME, namely distinguishability [5, 11]. While
both problems coincide for HMMs, as explained in Section 4.4, our proof described in the
rest of this section, crucially uses the notion of stationary distributions for HMMs developed
in the previous section.

4.1 The Twin Automaton and the Twin Belief Automaton

Given HMMs A;, A, we define their twin automaton A = (S = S1 X S2, A, s0) as the
product of the automata associated with A; x As by forgetting the probabilities. Recall that
A; has n states and Ay has m states. The transition relation is A = {((s1, s2), a, (t1,t2)) |
Ma, (s1,a,t1) > 0, Ma,(s2,a,t2) > 0}, with initial state so = (sg,s3). We call states of
A twin states. In the following, we will often consider the belief automata Ba, B, ,Ba,
associated with A, Ay, As, obtained by the subset construction (see Section 3). States of
B will be called twin beliefs. Notice that although twin beliefs are formally sets of pairs
of states in 251%%2 we can also present them as pairs of sets of states 251 x 252 because
if (s1,52) and (s}, s5) are in the same twin belief, then we also have (s1, s5) and (s, s2) in
this twin belief. We will thus write the twin belief X (u) associated with observation u as
X(u) = (X1(u), X2(u)), with X (u), Xo(u) the beliefs states of Ba,, B4, associated with u.
Figure 3 presents an example with a twin automaton and the twin belief automaton for two
copies of the HMM given in figure 1, one starting in state y and the other starting in state z.

» Lemma 6 (Proposition 18 in [5]). Let (X{, X}) be a reachable twin belief of Ba. Let
X1 C X1, X5 C X). Let 01,02 be two distributions over X1, Xo with (A1,01) = (Az,02).
Then one cannot classify between Aj, As.
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4.2 Characterization for classifiability

Our goal is to use the result of Section 3 to obtain stationary distributions in 41, A3, and
classify between them by comparing the stochastic language wrt these stationary distributions
using probabilistic equivalence (see Section 2.1). In order to do this, we first need to compare
the same information in both HMMs. The idea is to consider twin beliefs from each HMM:
we will enrich A; with the beliefs of Ay, and vice versa. Let A} be the HMM where the
state space is S; x 252, and the transition matrix is My ((2,Y),a, (2", Y") = Ma, (z,a,7")
itY' ={y | (v,a,9y'),y € Y}, and 0 otherwise, for all z,Y,a,2’,Y’. We define similarly

5 with set of states Sy x 251 Tt is easy to see that for all observation w, the belief state
By (w) = {(w1, Ba,(w)) | 21 € Ba,(w)}, is isomorphic to the twin belief (B4, (w), Ba,(w)),
isomorphic to By, (w), and we will abuse notation and represent beliefs of A} and A; as
twin belief (X7, X5), where X; or X5 can be empty.

What we are interested in is what happens after a BSCC of A is reached. We thus
consider twin beliefs reachable from some (x1,x2) in the BSCC of A. The set of twin beliefs
reachable in A} and in Af from ({x;}, {z2}) are almost the same, except for twin beliefs of
the form (X7, 0) which cannot be reached in A%, and of the form (f), X5) which cannot be
reached in Aj.

» Definition 7. We say that a twin belief (X1, X5) is oblivious if the languages of B, from
X1 and of Ba, from Xa are the same.

By definition, if (X7, X5) is not oblivious, there are words differentiating X; and Xs.

Now, assume that X = (X7, X3) is oblivious. The twin beliefs reachable from (X7, X5)
are the same in A] and A}. To potentially differentiate them, we need to consider their long
term statistics. Let By and By be the belief automata associated with A} and Aj. Let E 4 be
the union of BSCCs of twin beliefs accessible from twin states in the BSCCs of twin states,
as in lemma 3. Let X € E 4. In this case, we say that X is in the BSCCs of twin beliefs. We
define 0% : X1 — [0, 1] the stationary distribution in A} around the twin belief X (formally,
ol is defined on (z, X») for all z € X3, and we omit the second component X because it is
constant). In the same way, we define 0% : X5 — [0,1] for the second component X5 around
the twin belief X. We can then look for words differentiating A;, Ao, i.e. with different
probabilities from o} and from o%. We can now state our characterization:

» Theorem 8. The following are equivalent:

1. One cannot limit-surely classify between A, As,

2. There exists an oblivious X € E 4 in a BSCC of twin beliefs such that (A1, 0% ) = (Az,0%),

3. There exists a BSCC D of A and X; C S1,Xo C 5o, and y1 € X1, ys € Xo, such that
(y1,72) € D for all x5 € X5 and (x1,y2) € D for all x1 € X1, and two distributions o
over X1 and o2 over Xy such that (A1,0') = (Az,0?).

The second condition is sufficient to show that MAP is a limit-sure classifier (see Pro-
position 16 in Appendix). However, checking condition 2 explicitly is not algorithmically
efficient, as the belief automaton can have exponentially many states. Instead, to obtain
a PTIME algorithm to check limit-sure classifiability, we will use the third condition. For
comparison, in [5], a variant of the equivalence between (1) and (3) is shown, without using
the stationary distributions ok, 0% of (2).

For the proof, we note that the case of 2 implies 3 is easy. For the remaining two directions,
i.e. 1 implies 2 and 3 implies 1, proofs are technical, and can be found in the appendix.
For 1 implies 2, we prove that negation of 2 implies that the MAP classifier (defined in
beginning of Section 4) is limit-sure, implying negation of 1. Intuitively, negation of 2 means
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that every pair of reachable beliefs have a distinguishing word. It then suffices to consider
statistics on these finite number of distinguishing words to know the originating HMM with
arbitrarily high probability. For 3 implies 1, we show that any twin belief (H;, Hy) reached
from (y1,y2) in E 4 must be oblivious because of the probabilistic equivalence. We show this
implies (A1, 0, p,) and (Ag, 0%, p,) are equivalent and conclude using Lemma 6.

4.3 A PTIME Algorithm

Theorem 8 gives us a characterization for the existence of a limit-sure classifier. The third
condition is particularly interesting, because it does not require computing beliefs. Using
this, we can build an efficient algorithm, similar to [5], to test in PTIME whether there exists
a limit-sure classifier between A1, As.

Our Algorithm 1, presented below, uses linear programming: we let vq,...,vy be the
basis of Fq(A;1,.A2) (see Section 2.1). There exist two distributions o!, 02 over X1, X5 with
(A1,0') = (A2, 0?) iff the linear system of equations (for all j < ¢, (6! ¢?%)-v; =0) has a

solution (with o', 02 as variables), which can be solved in Polynomial time.

Algorithm 1 Limit-sure Classifiability

1: Compute D1, ..., Dy the BSCCs of the twin automaton A.

2: for i=1..k do

3: for (y1,y2) € D, do

4 Let X; = {fEl | (!Bl,yz) S Dz}7 X9 = {iCQ | (yl,.’ﬂz) € Dz}

5 if there exist two distributions ¢!, 0% over X1, X5 with o(y1) > 0 and 02(y2) > 0
6: with (A, 0') = (Ag,02) then
7.
8

: return not classifiable
: return classifiable

The correctness of the algorithm is immediate from Theorem 8, as it checks explicitly for
the third condition to hold, in which case it returns not classifiable. If the third condition is
false for every BSCC D, then it returns classifiable.

4.4 Comparison with Distinguishability between HMMs [11]

We complete this section, by comparing our results with a related result on HMMs. In [11],
the problem of distinguishability between labeled Markov Chains has been considered. First,
labeled Markov Chains are just another name for HMMs. The idea behind distinguishability
is similar to the idea behind classifiability. Still, there are some technical differences:
distinguishability asks that for all € > 0, there exists a (1 — ¢)-classifier, that is a classifier
f:X* = {L,1,2}, such that if the classifier answers f(u) = 1, then there is probability at
least (1 — &) that the observation comes from a run from .4;, and similarly for f(u) =2. To
compare, limit-sure classifiers need to be uniform over ¢ (see the next section).

The authors of [11] show that this notion can be checked in PTIME, by indirectly using
the result of [5] stating that one can check in PTIME whether the total variation distance
between two HMMs is 1. More precisely, the total variation distance is defined as:

» Definition 9. The total variation distance between two HMMs Ay and As is given by

d(A17A2): sup |PA1(E)_PA2(E)|
ECXvw
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This supremum has been shown to be a maximum [5]. It is not too hard to show that
limit-sure classification coincides with these notions as well for HMMs:

» Theorem 10. The following are equivalent:

1. There exists a limit-sure classifier for Ai, As,

2. For all e > 0, there exists a (1 — e)-classifier for A, As,
3. d(Ay,A3) = 1.

The proofs to obtain the PTIME algorithms are quite different though: we use stationary
distributions in HMMs while [5] focuses on separating events. Some intermediate results are
however related: our Proposition 18 in the appendix is to be compared with Proposition 19
b) of [5]: Our statement is stronger as the equivalence is true from all pairs of states with
the same (non stochastic) language - and in particular from (i1, j1) = (y1,y2) (cf Proposition
17 in the appendix). Also, the proof of Proposition 18 in the appendix is simple, using strict
convexity focusing on one finite separating word, while in [5], the existence of a maximal
separating events (sets of infinite words) is used crucially in the proof of Proposition 19 b).

Surprisingly, our resulting algorithm is very similar to the one in [5], whereas we use very
different methods. Still, we can restrict the search to distributions in a BSCC of twin states,
while [5] considers subdistributions on the whole state space of twin states. This allows us to
optimize the number of variables in the Linear Program.

5 Attack-classification

While limit-sure classification allows for some misclassification, i.e. error in classification,
it requires that every execution of the HMMs is classifiable. From a security perspective,
if one wants to make sure that two systems cannot be distinguished from each other, then
the question changes slightly: from the point of view of an attacker who could exploit the

knowledge of which model the system is following, it need not classify every single execution.

It only needs to find one execution for which it can decide. This gives rise to what we call
attack-classification, which amounts to providing the attacker with a reset action she can
play when she believes the execution cannot be classified. Then, a new (possibly the same)

HMM is taken at random and an execution of this new HMM is observed by the attacker.

For instance, it is not possible to limit-surely classify between HMM A3 and HMM A4 on
Figure 4, because executions starting with a b cannot be classified. On the other hand, an
attacker can wait for an execution of the system starting with an a, for which he is sure the
HMM is Ajz. If it starts with a b, then the attacker just forgets this execution and wait for a
new execution of the system (the "reset" operation).

We start by considering limit-sure attack-classifiers, namely, we require that there exists
a reset-strategy, which with probability 1, resets only finitely many times, and a limit-sure

9 1
% 10 ﬁ@ab N @ 15

Jun

Figure 4 HMMs As, A4 and As (left to right). One cannot classify betweeen As, A4, but they
can be attack-classified. On the other hand, one cannot attack-classify between A3, As.
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classifier for the observation after the last reset. We also consider what happens if instead of
limit-sure classifier, we ask for the existence of a family of (1 — ¢)-classifiers after the last
reset, one for each . The difference is that the reset action can take into account the ¢ in
the latter, but not in the former. While both notions coincide for the classifiers defined in
the previous section, we show now that they do not coincide for attack-classification.

Figure 4 illustrates the difference between these two notions, considering Az and As.
First, for all € > 0, there exists an (1 — ¢)-attack-classifier: given an e, the reset strategy
resets if the first letter b happens within the first k. = log(é) steps. That is, the reset
strategy is 7(a*) = L, 7(aFw) = L and 7(a’b) = reset for £ < k.. For observation a*sw, the
classifier claims that the HMM is A3, which is true with probability at least (1 —¢). However,
this reset strategy is not compatible with limit-sure classifier (and, in fact, no reset strategy
is), because it is not uniform wrt all £: once a b has been produced, no more information
can be gathered. On the other hand, limit-sure attack-classified implies the existence of
(1 — e)-attack-classifiers for all . Thus the former notion of limit-sure attack-classifier is
strictly contained in the latter. More importantly, we show that deciding the former is
PSPACE-complete, while the latter turns out to be undecidable.

5.1 Limit-sure attack-classifiability is PSPACE-complete

Let us first formalize the definition of attack-classification.

» Definition 11. We say two HMMs Ay, As are limit-sure attack-classifiable if: there exists

1. reset strategy 7 : X* — {L,reset} telling when to reset, and which eventually stops
resetting, with probability 1 on the reset runs, and

2. limit-sure classifier for u, where u € X* denotes the suffix of observations since last reset.

In the following, we show an algorithmic characterization for this concept. Intuitively,
there needs to exist one execution of one HMM (say A;), such that no matter the execution
of the other HMM with the same observation, we can eventually classify between these two
executions. We will thus consider A} and A), the HMMs A; and A, enriched with the
beliefs of the other HMM.

First, we define classifiable twin states in the BSCC of twin states: (z1,z2) € A is
classifiable iff for (X7, X2) in the unique BSCC of twin beliefs, either (X7, X>) is non
oblivious or (X1, X3) is oblivious and (Ay, 0%, x,) # (A2,0%, x,), for (0%, x,,0%, x,) the
stationary distributions built for (X7, X5). Notice that it does not depends upon the choice
of (X1, X5). For a belief state X5 of Ay, we say that (z1, X2) € A} is classifiable if (21, x2)
is classifiable for all zo € X5 (in particular, every (z1,2z2) is in a BSCC of twin states). In
particular, (z1,0) is classifiable. We define (z3, X;) € A} similarly.

» Proposition 12. (A, Ay) is limit-sure attack-classifiable iff there exists a classifiable
(1, X2) € A}, or a classifiable (z2,X1) € Aj.

In case there are more than two HMMSs, we follow the state s of one HMM and the belief
of every other HMMs along the observation, and we need to check classifiability between (s, t)
for every t in the belief of any of the other HMMs. Using this characterization, we obtain:

» Theorem 13. Let Ay, Ay be two HMMs. It is PSPACE-complete to check whether (A, As)
are limit-sure attack-classifiable.
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5.2 Existence of (1 — ¢) attack-classifiers for all ¢ is undecidable.

We now turn to the other notion. Let ¢ > 0. An (1 — ¢) attack-classifier for two HMMs

A1, Ay is given by:

1. A reset strategy 7 : 3* — {L,reset} telling when to reset, and which eventually stops
resetting, with probability 1 on the reset runs, and

2. a (1 — e)-classifier for u, where u € ¥* denotes the suffix of the observations since the
last reset.

We next show that this notion, which we showed to be weaker than limit-sure attack-
classifiability on Fig 4, is also computationally much harder, in fact, it is undecidable.

» Theorem 14. [t is undecidable to know whether for all , there exists an (1 — €) attack-
classifier between 2 HMDMs.

Intuitively, we reduce from the problem of whether a PFA B, that accepts all words with
probability in (0,1), is 0 and 1 isolated, that is, there is no sequence of words (w;);en such
that lim, .o P?(w;) = 0 or = 1. This problem is undecidable [8]. The idea is to transform
the PFA into an HMM which performs the actions of the PFA uniformly at random. We
check whether we can attack classify this HMM with an HMM which accepts all words of
size k with probability 1/2%. This is possible if 0 is not isolated or if 1 is not isolated.

6 Conclusion

In this paper, we tackled the notion of limit-sure classifiability between HMMs, which is
a general notion in studying how to uncover hidden information in partially observable
systems. The class of classifiers we consider are quite powerful, as they can use statistics on
the observations in order to take their decision. To obtain our results, summarized in the
table below we developed a robust theory of stationary distributions for HMMs.

While limit-sure classifiability is stronger and more complex than almost-sure classifiability,
checking for it is in a lower complexity class: PTIME instead of PSPACE-complete. This
result shines some new light on total variation metric for stochastic systems, recovering with
different techniques the PTIME result from [5]. We also considered attack-classifiability, where
the attacker needs to classify at least one observation rather than every execution. In this
setting, there is a difference between limit-sure classifier and the existence of (1 — ¢)-classifiers
for each e. Limit-sure attack-classifiability is decidable (PSPACE-complete), whereas the
existence of (1 — ¢)-classifiers for all € is undecidable.

limit-sure limit-sure Ve, (1 —¢)
classifiability attack-classifiability attack-classifiability
Complexity H PTIME PSPACE-complete Undecidable ‘
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Appendix

Proof of Proposition 1 from Section 2

» Proposition 1. [16, 3] We can surely classify among 2 HMMs iff L>=(A1) N L (A3) = 0,
and this can be checked in PTIME. We can almost-surely classify among 2 HMMs iff the set
L>(A1) N L (As3) has probability 0, and this is a PSPACE-complete problem.

Proof. The first result is a classical result, in the context of fault-diagnosis [16], which can be
adapted trivially to the case of classification. Clearly, an observation w € L*°(A;) N L>°(Az)
cannot be classified. Conversely, if L>(A;) N L>®(As) = 0, then considering the product
of both HMMSs, called the twin machine, it has no loop. It means that after at most n - m
observation, we can classify. Looking for a loop in the twin machine is in PTIME.

For the second result we use [18, 3]: if L>(A;) N L>°(A3) has probability >0, then
clearly no almost-sure classifier exists for these observations. Conversely, assume that
L>(Ay) N L*°(As2) has probability 0. Consider the belief automata associated with A, As
and perform their product. The hypothesis implies that all BSCCs of the product have one
of the component empty: one can thus classify when BSCCs are reached, which eventually
happen with probability 1. To get the PSPACE algorithm, it suffices to check whether
a BSCC of the belief product, with both components non empty, can be reached. The
PSPACE-lower bound follows the one in [3]. <

Proof of Lemma 3 from Section 3
» Lemma 3. There is a unique BSCC in B%, and it does not depend upon x € D.

Proof. Assume by contradiction that X; and X, are in two distinct BSCCs of B, (wlog,
we can choose © € X7,z € X5 as z is reachable from any state, and thus = must belong
to at least one member of each BSCC). Let wq,ws be observations reaching X; and Xo
respectively. As x € X7, there is a path in B% labeled ws from X; to some X4 with Xo C X}
(they cannot be equal because they are in 2 different BSCCs).

As x € Xs, there is a path in BY labeled w; from X5 to some X{ with X7 C X{. We
can then play wsy to obtain some X} from X{ with X} C XJ. We can iterate this process
infinitely, which gives a contradiction with the bounded number of states.

In the same way, consider B}, and BY,, and assume by contradiction that they have
different BSCCs. Let Y (resp. X) be a configuration in the unique BSCC of B, (resp. BY,),
reachable by playing wy (resp. ws), with z € X and y € Y. One can play wy (resp. wjws)
from Y (resp. X) and reach some X", with X C X’ C X”. Again, one can iterate and reach
a contradiction with the boundedness of the number of states. |

Proof of Theorem 4 from Section 3

» Theorem 4. Given a HMM A, let X be a belief in E4. Then, Mx has a unique
stationary distribution denoted ox : X — [0,1], i.e. ox - Mx = ox. Further, for ally € X,
Oyi — OX.
i——+00

Proof. We first prove that there exists £ such that for all z,y € X, we have Mf( (z,y) >0,
which implies irreducible aperiodic. Then we will use the fundamental theorem of Markov
chains [9]. For all z € X, by Lemma 3, there is an observation v, leading from {z} to X,
ie. A({z},v,) = X;1. Now, let Xo = A(X1,v,). We know that X; C X5 as z € X; and
A({z}, v, € A(X1,vs)) by construction of B4. If X; C X5, then we apply v, again. As

=
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A({r},vl) = X; is increasing with i and |A({x},v%)| < n for all 4, we will reach a fix point
X, such that X,, = A(X,,,v,). In particular, A({z},v?*!) = A(X,v?) = X401 = X,,. As
X is in the BSCC of By, there is an observation v with A(X,,,v) = X. Let w, = v?*lo.
Thus, A({z},w,;) = A(X,w,) = X. Let w, = v v, Thus, A({z},w,) = A(X,w,) = X.

Now, by induction on the size of X, we build a uniform word w such that A({z}, w) = X
for all x € X. Let x1,...,x be the elements of X. The word w starts with w,,. We have
that for all ¢ < k, A({x;},ws,) € X. Let y2 € A({z2},w,, ). Hence yo € X, and we will
append to w,, the observation wy,, obtaining A({z1}, wg, wy,) = A({z2}, wy, wy,) = X, and
for all « < k, A({x;}, ws, wy,) € X. By induction, we will obtain the desired word w. Then,
for £ the size of w, we will have M)l( (z,y) > 0 for all z,y € X. That is, Mx is irreducible
and aperiodic.

We now apply the fundamental theorem of Markov chains to the irreducible and aperiodic
Markov chain Mx: Mx has a unique stationary distribution, denoted ox. Further, for Uﬁfi
the distribution with o,¥;(x) = M (y,z), we have that lim;_,0,; exists and is unique, it
does not depend upon y € X, and it is equal to ox.

Now, let Wx the (possibly countable infinite) set of words which brings from belief X
to belief X without seeing belief X in-between. Consider o, ; the distribution over X such
that oy i () = >_ e wy): P(w)M(y, w, x), the probability of reaching x from y after seeing
words of Wx. Now, notice that by definition of Mx, we have o ; = Uf,r Hence the limit of
0y,; exists and is unique, it does not depend upon y € X, and it is equal to ox. |

Proof of Lemma 6 from Section 4

» Lemma 6 (Proposition 18 in [5]). Let (X}, X}) be a reachable twin belief of Ba. Let
X1 C X1, X5 C X). Let 01,02 be two distributions over X1, Xo with (A1,01) = (Aa,02).
Then one cannot classify between Aj, As.

Proof. Let u be a word with By, (u) = X} and By,(u) = X4}. Hence P41 (u) > 0 and
PA2(u) > 0. Let p = min(P* (u), P*2(u)) > 0. For all 2; € Xi, let py(z1) > 0 be the
probability to reach z; after reading u. In the same way, we define ps(z2) for all 2o € Xo.
We also denote P(w) = Py (w) = PA2(w).
211((“;1))) and similarly for as. Let @ = min(ay,as). Now, for all
observations w, we have P41 (uw) > PA (u) - aPA1 (w), and PA2 (uw) > PA2(u) - aPy2(w).
Assume by contradiction that there exists a limit-sure classifier f. Let k& be a length
of observation. Let Ry = {w € X% | f(uw) = 1} and Ry = {w € ¥ | f(uw) = 2}. We
have > cr, P(w) + >, cr, P(w) = 1. Assume for instance that >, ., P(w) > 1/2 (the
other case is symmetric). The probability of misclassification for size |u| 4+ k is thus at least
Y wer, PA2 (yw) > ap > wer, P(w) > 1/2ap. This lower bound does not depend upon k,
and we get a contradiction with P(p run of A of size k | f(obs(p)) = 1) = k-0 0. <

Let a3 = ming, ex, (

Proof of Theorem 8 from Section 4

» Theorem 8. The following are equivalent:

1. One cannot limit-surely classify between A, As,

2. There exists an oblivious X € E 4 in a BSCC of twin beliefs such that (A1, 0% ) = (Az,0%),

3. There exists a BSCC D of A and X1 C S1,Xo C Sy, and y1 € X1, yo2 € Xo, such that
(y1,22) € D for all x5 € X5 and (x1,y2) € D for all x; € X1, and two distributions o'
over X1 and 0% over Xo such that (A1, 0!) = (As,0?).
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2 implies 3 is easy. Indeed, consider the oblivious twin-belief X = (X3, X5) € E4 with

(A1,0%) = (As,0%). We have that all (z1,22) € (X1, X2) belong to the same BSCC D.

Thus, we can let 0! = o} and 02 = 0% and choose any y; € X1,y2 € Xo, which gives us the
statement. We now prove the two remaining implications. We start in the next subsection
by showing 1 implies 2. Then we show 3 implies 1, completing the proof.

(1 = 2): MAP is a limit-sure classifier when condition 2 is false

To prove 1 implies 2, we prove that negation of 2 implies that the MAP classifier (defined in
beginning of Section 4) is limit-sure, which of course implies that 1 cannot hold. Intuitively,
(not 2) means that every pair of accessible beliefs have a distinguishing word. It then suffices
to consider statistics on these finite number of distinguishing words to know the originating
HMM with arbitrarily high probability.

Let € > 0. Intuitively, when the observation u is long enough, the MAP classifier can
claim that the observation comes from one HMM with probability at least 1 —e. Long enough

means that we can decompose u into u = ujugus, with some specific properties on u;us; us.

That is, eventually with probability 1, we will reach a word u that can be decomposed into
uiugugz. Intuitively, there is a high probability to reach a BSCC of the twin automaton
with w1, to reach a BSCC of the twin belief automaton after uo, and us allows with high
probability to eliminate one of the two possible HMMs.

We now formalize this decomposition into wu1;us;uz. Let u be an observation from a run
of A;. We denote by pi(s,u) (resp. pa(t,u)) the probability in .4; to observe u and reach
state s (resp. state t). Let ¢ > 0. Then u = ujugus is a good decomposition if the following
conditions hold:

w1 is such that there exists Ry, Rs sets of states of Aq, Ay with:

1. (s,t) is in a BSCC of A for all (s,t) € Ry x Ra,
2. Ygr Pi(s, ) <,
3. Yigr, p2(tiur) < €2 minge g, p1(s,u1).

ug is such that for all (s,t) € Ry X Rg, the twin-belief X, = (X, X;) reached by

reading ug from (s,t) is in the BSCC of the twin-beliefs automaton. It is easy to see that

eventually with probability 1, we will observe such a us.

Last, we tackle the condition on uz. If X, is oblivious, let o ,, 02, be the stationary
distributions around X ;. By hypothesis (not 2), there exists ws ; such that P:}l (wsr) #
s,t
P;‘r(wS ¢+). Let a(s,t) = |PA (ws t) — PA (u)S ¢+)]. From any state of X, denoting
by ns+(uz) the number of tlmes X, has been a twin-belief along uz, and nj ,(u3) the
number of tlmes w,,+ has been observed from X, by the central limit theorem we
have that Eu ; tends towards PA1 (we1) # P (wé +) with probability 1. We consider
observatlons uz in L(Ba,, Xs) = (BAZ,Xt) such that

RGOSR [Pﬁlt (ws 1) — (s, t)/4, P;} t(ws’t) + (s, t)/4].

ns,t(u3)

Let W (e) be the set of observations ujusus of size k which are good decompositions.

Then,
» Lemma 15. For all &' > 0, for k large enough, we have P (p | obs(p) € Wi(e)) > 1 —¢€'.

Proof. As runs converge towards BSCCs, eventually with probability 1, observation u;
satisfies the first two conditions. For the last one, consider some u; satisfying the first two
conditions. Then let p;(u1) = mingeg, p1(s,u1). Considering extensions ujuj of uy, one gets
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p1(uruy) > p1(u1)/n because states in BSCCs can only reach states in BSCCs. The worst
case is when these runs are split into several ending states, and there are at most n states.
Eventually with probability 1, one observes uyuj such that 32, p pa(t, uruy) < e2p1(s,ur)/n,
because p(s,uy) is constant when u} grows longer. Then wuju} satisfies all the conditions.

Let W}, be the set of observations uz in L(Ba,, Xs) = L(Ba,, X:) of size k satisfying the
condition of uz. We have that ¢1(k) = 3, cy, P1(s, u1) P (ugus) — pr (s, un)PAY (ug) = qi,
and that g2(k) = >, cw, p2(t,u1) - P2 (ugu3) — 0 when k tends to oo. Let ks, such that
1 (kst) > 1 — € and g2(kst) < que?.

If (X, X:) is not oblivious, then there is a word w,, € Lf{:l \Li’:"", or a word wg ¢ €
Li“:Q \Lf{:l. In both case we have P;ilr

(wst) # P;EQ (ws,), and we proceed as in the
s,t s,t
oblivious case. Trivially, eventually, |us| > ks ¢ for all (s,t) € Ry X Ra. <

Using Lemma 15, we can show that the MAP classifier is indeed limit-sure if 2 doesnt
hold.

» Proposition 16. Assume (not 2). Then for all ¢ > 0, there exists k' such that for all
E>k, PYue Xk | MAP(u) =2) < €', and similarly PA2(u € ©% | MAP(u) = 1) < ¢'.

Proof. With high probability, obs(p) € Wy (e) for k large enough. Let us consider runs of
Ay with observation in Wy (e) depending on the state s reached after observation u;. With
probability at most €, s is not in R;. Hence with high probability, s is in R;. We want to show
that for almost all observations of Ay, PA2(ujususz) < p1(s,u1) - P2 (ugus) < P4 (ugugus),
that is M AP(ujugus) = 1. We decompose P42 (ujuqus) = ZteSz pa(t,uy) - P{42 (ugus).

Fix a uy such that there exists ugz,us with ujusus € Wi(e). First, we show that with
high probability, Zt¢R2 pa(t,uy) - PtA2 (ugus3) is negligible wrt py(s,u1) - P2 (ugus). For
that, consider the set of observation such that it is not the case: Wg,\r, = {urugug €
Wi(e) | Xigr, p2(t,wr) - P2 (ugus) > epi(s,u1) - P21 (ugus)}. We prove that this hap-
pens with arbitrarily small probability: P4 (Wg,\g,) < €. Else, by contradiction, we
would have PAl(WSZ\RQ) > ¢, which by definition of Wg,\ g, implies that PA2 (ujugus €
Ws,\ R, | w1 reaches t ¢ Rp) > ePA1 (ujusus € Wa,\ g, | u1 reaches s) > e?py(s,u1). Thus,
Zt¢32 pa(t,uy) > PA2 (ujugus € W, \R, | u1 reaches t ¢ Ry) > £2p1(s,uy), a contradiction
with the definition of W(e).

We can now focus on t € Rs: fix a ug such that there is a ug with ujususz € Wi. For all
t € Ry, consider the word w, ;. We now show that with high probability, pa (¢, u1) - PtA2 (ugug)
is negligible wrt py (s, u1) - P74 (ugus). For that, we consider the set of observations such that
it is not the case: W}, = {uyugus € Wy | pa(t,ur) - P2 (ugus) > e - pi(s,u1) - P (ugus)}.
Let ¢} = ZulqueWé p1(s,uy) - P2 (ugus) and ¢ = ZulugugeW,; pa(t,uy) - P72 (ugus). We
have ¢ < p1(s,u1) - P4 (up) - €. Indeed, by contradiction, if ¢} > p1(s,u1) - P2 (ug) - €, then
@4 > pi(s,u1) - P (ug) - €2, a contradiction with ¢) < ga(k) < pi(s,u1) - PP (ug) - 2. Hence,
with probability at least pi(s,u1) P (ug) — 26, observation uyugus is in Wy, \ W/, and it
satisfies P72 (ugus) < e - P21 (ugus). With probability at least pi (s, u1) PA (ug)(1 — 2me),
this is true for all £. It remains to sum over all u1, us and states s to obtain probability at least
1 — 2me to have P42 (ujugus) < € + ZtERQ pa(t,uy) - PtA2 (ugu3) < & + mePA (ugugus) <
PA (uyugus) for e small enough. This implies that MAP (ujugus) = 2 with probability at
most 2e + 2e - m < &’ for € small enough. <

(3 = 1): Language equivalence implies non classifiability

Let D a BSCC of A, X1, X5,0',0? as in the hypothesis of 3, that is y; € X1, y2 € X5, and
(y1,22) € D for all x5 € X5 and (x1,y2) € D for all z; € X1, and (Ay,0t) = (A, 02).
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Intuitively, we show that any twin belief (Hy, Hy) reached from (y1,y2) in E4 must be
oblivious because of the probabilistic equivalence. We show this implies (A1, a}h’ H2) and
(Az, U%{l, 1,) are equivalent and conclude using Lemma 6.

We write X1 = {’il, .. Zn} and XQ = {jl, . ]m} We let il =1 and jl = Y2. If (Xl,XQ)
was a twin belief, we would have an observation w such that (X1, X2) = B4(w), and then
we could apply Lemma 6 and obtain that one cannot classify between A;, As. However, in
general, (X1, X5) is not a twin belief (testing it would be non polynomial time). Instead, we

will show that there is probabilistic equivalence from 1, yo after reading some observation wu.

As (y1,y2) can be reached in A, we can conclude on the non-classifiability using Lemma 6.

As already shown in the proof of Theorem 3, we know that there is a word w and a
twin belief (Hy, Hs) in the BSCC of E}, such that for all (z,y) € D, the belief from {(x,y)}
after reading w is By} (w) = (Hy, H2) = (B[, (w), Bf ,(w)). In particular, this is true for
(y1,z2) for all zo € X5 and for (x1,ys2) for all 1 € X;. This implies that after w, from all
(.131,332) S X1 X Xg, the belief is B{whwz}(w) = (Hl,Hg).

We first show that every twin belief in the BSCC E}, is oblivious. In particular, we have
E}, = E%, that we denote Ep.

» Proposition 17. Let (Hy, Hs) a twin belief in the BSCC E},. Then (Hy, Ha) is oblivious.

Proof. Let u be an observation. Let By(u) be the belief of A; reached by u from {i},
and Ci(u) be the belief of Ay reached by u from {j,}. We define Z; (u) the sets of beliefs
Bi(u),i < n and Z(u) the sets of beliefs C;(u),i < m. Notice that the sizes |Z1(u)| and
|Z2(u)| (the number of distinct non empty beliefs) are non increasing with w.

First, assume by contradiction that there is a word w possible from H;j in B4, but not
possible from Hs in By,. Consider (i1,j1) = (y1,y2) € D. By lemma 3, there is some u;
with By(u1) = Hy and Cj(u;) = Hs. And hence, By(uju) # 0 and C;(uju) = (). Hence,
|Z2(u1)] < m — 1. Consider jo and Za(uju). Assume that Ca(uju) # 0. Thus, there exists

ug with By (ujuus) = Hy and Cy(ujuus) = Hae. Thus By (ujuusu) # 0 and Ca(ujuusu) = 0.

Otherwise, we already have Bj(uju) # 0, and Co(uju) = 0. Either way, |Za] < m — 2
By induction, we can find an observation w with Zy(w) = 0 and Bi(w) € Z1(w) # 0, a
contradiction, as 0 < P,, (w) = P,,(w) = 0.

The case w possible from Hy but not from H; is symmetric, using C; as the non
emptyset. |

For all twin belief (H1, Ha) a twin belief in the BSCC E},, we can thus consider oj;, g,

and 0, , the stationary distributions of the HMM A} and A} around twin belief (Hy, Ha).

Now, it is not necessarily the case that we can reach the BSCC Ep of twin beliefs in a
uniform way over all (z1,22) € D (Theorem 4 shows that it is the case for all (z1,22) € X a
belief in the BSCC of the belief states, but again, (X7, X») is not necessarily (included in) a
belief). Let (Hy, H2) € Ep. In the following, we will consider observations that reaches the
BSCC of Ep from u. Let u; such that By(u1) = Hy and Cy(u1) = Hs. Such u; exists by
lemma 3. Let V be the language from H7, which is equal to the language from H,. Now,
consider what happens from iy reading observations in V. There are several cases. First,
assume that there is an observation vs in V' such that a belief state in the BSCC of beliefs
is reached from {is} reading uyve. That is, (Ba(ujvs), C1(u1v2)) € Ep. Now, compare the
language from (Bz(uv) in A; and from Cq(uqv2)) in As. If it is the same language, we say
that i is of type 1. Otherwise, or if there is no observation vy € V such that the BSCC
of beliefs can be reached reading uivs, then we say that is is of type 2. Intuitively, a state
of type 2 will be negligible when following y1,y2, whereas a state of type 1 needs to be
tracked because it is not negligible. We then consider the state i3 and the belief Bs(ujvs),
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and classify each state i3... then js... inductively into type 1 and type 2. We have an
observation w leading all the type 1 state to their BSCC, and all the type 1 states have the
same language.

We reorder Xy = {iy,...in} and Xo = {j1,...Jm} such that i1,...i; and jy,...,J; are
of type 1 and the rest is of type 2. We now follow every type 1 belief in parallel: Consider a
(k + 0)-belief H = (Hy, ..., Hy, Ki,...,K;) in the BSCC of belief states of A¥ x AS. Let u
an observation such that B,(u) = H, for all » < k and C,.(u) = K, for all » < £. Because
the language for the type 1 states are the same from their belief state, we can compute
o, : H. — [0,1] the stationary distribution for i, to be around belief H for all r < k and
7, + K, — [0, 1] be the stationary distribution over H for all » < ¢. Let Wy be the set of
observations from the (k + ¢)-belief H to H without seeing H in-between.

For all w’, we have by definition of the equivalence: Ewewg > U(i,.)P{fl (uvww') =

Zwewh o<t (]T)P ?(yww'). Considering the limit when x tends to infinity, we have for

r<n

all r > k, lim,_, Zwewh ozTPA1 (uw) = 0. Indeed, consider i,,r > k. For paths reaching
a state such that the BSCC of beliefs cannot be reached, the probability to stay out of
the BSCC tends to 0 with the size of the run. Otherwise, the path reaching the BSCC of
beliefs, let say in belief X,.. By definition of type 2 state, the language is not the same as the
language of Hy, which is W7};. Hence either there is a word in Wj; which cannot be done from
X, and can be done from H7, in which case avoiding this word forever have probability 0, or
there is a word which can be done from X, but not from H;: this word is not in Wy, and at
each Wy iteration, there is some missing probability from X, say 1 — ¢, and eventually the
probability is 0. We thus obtain;

', Y o (i) Py (w') = Y (i) Py (w')
r<k r</t
Let a = o(i1), and o, = 0(i)/(1 — ) for all r < k. Let 7 = > _,7(jr)7, and
0= 9crcp @ror. We have (A1, a01 + (1 — a)o) = (A2, 7). We show:

» Proposition 18. (A;,01) = (A1,0) = (A2, 7).
Proof. Assume by contradiction that it is not the case: That is, there is a w such that

PA(w) > P21 (w). Let us write 2 = P (w) = yPA (w) = v, with v < 1. We have the
following:

PA2 (w) = aP;}l (w) + (1 — )P (w) = az + (1 — a)yz
We let W’ be the set of minimal observation u sending to X from (Bj(w), ..., Bx(w),
Ci(w),...,Co(w)). We have that Zw’EW’W;} P (ww') tends towards P2 (w) - P2 (w') as
k tends to infinity, and similarly for o1, 7. Hence, Zw'eW’W; PA2 (ww'w) converges towards
PA2(w)? as k tends to infinity. Also, for all £, this is equal with Zw ew W P (ww'w) +
(1 — o) P/ (ww'w). Again, this converges towards ax? + (1 — a)y2z?. That is, we have after
simplifying by x?:

(@+(1-a))?=a+(1-a)

Now, the function x + 2 is strictly convex (its second derivative is strictly positive).
Applying the definition to (1,+) (this is also Jensen’s inequality), we obtain a contradiction:

(a+(1—-a)y)?<a+(1—-a)?
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We can then apply this result symmetrically to the second component and obtain
(Ay,01) = (A2, 7m1). As (i1,71) = (Y1,y2)) € D, we can conclude about non-classifiability
using Lemma 3.

Proof of Theorem 10 from Section 4

» Theorem 10. The following are equivalent:

1. There exists a limit-sure classifier for Ay, As,

2. For all e > 0, there exists a (1 — ¢)-classifier for A;, As,
3. d(Ay, Ax) = 1.

Proof. 1 implies 2 is obvious as the MAP classifier we built provides an (1 — €)-classifier for
all e. 2 implies 3 is done in [11].

It remains to show that 3 implies 1: Assume that d(A;, A2) = 1. We will show that the
MAP classifier is a limit-sure classifier. Let mis(.Ay, .42, w) be its probability of misclassi-
fication. Thus, for all £ > 0, there exists k¥ and W), C ¥* such that P, (W;X“) > 1 — ¢ and
Py (WX%) < ¢ and we obtain:

Z mis( Ay, Az, w)P(w) = Z mis(Ay, Az, w)P(w) + Z mis(Aj, Az, w) P(w)

\w\:k wEW, wEEk\Wk

< Po(Wy) + PL(ZF\ W) < 2¢

That is, when k — oo, the probability of misclassification, i.e. error in classification,
tends towards 0. |

Proof of Proposition 12 from Section 5

» Proposition 12. (A, Ay) is limit-sure attack-classifiable iff there exists a classifiable
(x1,X2) € A}, or a classifiable (2, X1) € AS.

Proof. First, if there exists a classifiable (21, X3) € A}, then let p; be a path in A} ending
in (z1, X2). Now, for all 5 € X5, consider (x1,z3), and let (Y7,Y3) be a twin belief in the
BSCC of twin beliefs reachable from (z1, z3) by path ps. As (21, z2) is classifiable, there are
several cases:

either there is a word w,, € Li"‘l \ LZA"‘, and we consider path p3 labeled by w,, after

p1p2 in Ap. It proves that the state cannot be x5.

or there is a word w,, € LZA"‘ \ Li’“l, and we set p3 = ¢,

otherwise, (Y7,Y2) is oblivious, and we also le p3 = .

From p1p2ps, we define pyps associated with another zo, until we took into account every
x9 € Xo. The path p = p1papsps - - - pe has strictly positive probability to happen in A}, and
thus strictly positive probability to happen in the union of HMMs (remember the run are
picked with uniform probability among the HMMs).

Given this path p and the associated observation w, the reset strategy is to play 7(u) =
reset if:

1. The observation u of the system since the last reset is of length |u| < |w|, and u is not a
prefix of w, or

2. otherwise, if there is no extension p’ of p in A; such that pp’ is labeled by wu,

3. otherwise, if the statistical counts the frequency of w,, from (Y7,Y2) is closer to the
average value avy, y;, given by o, 1. than to the average value avy, y, given by oy, ..
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The set of infinite paths in the system such that 7 resets infinitely often is of probability
0, because to not reset, it suffices to draw A;, then perform p, which happens with strictly
positive probability, in which case the first 2 items. The third item can still kicks in, by
drawing many biased runs from (Y7, Y2), such that the statistic for w,, goes close to avy, y,.
Let ¢ the number of times (Y7,Y2) is seen. We suppose that avy, y, > avy, y, (the other
case is symmetric). We use a special case of the Cramer’s theorem [6]. At every time (Y7, Y3)
is seen and we are in the automaton A;, the probability to see w,, at step i follows a
Bernoulli law X; of parameter avy,y,. By denoting Sy = ¢ >."" X; and I(z) the Fenchel-
Legendre transform of log(E[e!X1]), we have by Chernoff’s inequality that for z > avy, y,,
P(S; > x) < eI [17]. In particular, this is true for the value z = avy, y, + “212- 22211
We notice that for all ¢, we have that P(Sy; < x|Sy—1 < ) > P(S; < z) (intuitively, the
chance to be lower than the bound after the ¢-th step is greater if we were already lower
at the ¢ — 1-th step. Then, for all L the probability that for all £ > L, S, < x is greater
than 152, (1 — e=/(®) that is a positive quantity. Hence, there is a positive probability
to always stay closer from avy, y, and the set of runs that will not trigger a reset have a
strictly positive probability. Thus, one of these run will be classified as being in Ay, e.g. by
using the MAP classifier.

The converse is simpler: if there does not exist a classifiable (x1, X2) € A, it means
that for every x1, there exists a x5 such that (x1,22) is not classifiable. In particular, we
can get a positive probability p,, to perform the exact same observation from (z1,xs), and
taking the min,,p,, = p > 0, taking by contradiction a reset strategy and a wy, then there
is probability at least p to misclassify wy, no matter its size, a contradiction. |

Proof of Theorem 13 from Section 5

» Theorem 13. Let Ay, Ay be two HMMs. It is PSPACE-complete to check whether (A1, As)

are limit-sure attack-classifiable.

Proof. First, it is easy to see that the problem is in PSPACE: For each (z1,z2) € A, we test
in PTIME whether (x1, z2) is classifiable, by using Algorithm 1. Then, (A;, A3) are limit-sure
attack-classifiable iff one can reach a (z1,X») classifiable in A} or a (2, X7) classifiable in
A, which is PSPACE as A}, A} have an exponential number of states compared with A;, Az
and reachability is in NLOGSPACE.

To prove hardness, we reduce from the language inclusion for finite automaton. Let By,
Bs be two finite automata over alphabet ¥, with B; = (5, 56, A;, F;), where F; is a set of
accepting states. We assume wlog that every state of S; is reachable and F; is reachable
from any state s of S;. We associate with B;,i € {1,2} the HMM A; = (S, U {s%&.}, 08, M;, )
over alphabet ¥ U {f} with:

oi(s) =1 for s = s}, and o} (s) = 0 otherwise,

M;(s,a,s") > 0iff (s,a,s") € Ay, for all s,8' € S;,a €3,

M;(s, f,srp) > 0iff s € F}, for all s € S,

1\41‘(8}7'7 f7 SF) =1.

Notice that the exact >0 probability values will have no impact in the following (for
instance, we can take these probabilities uniform). Now, it is easy to see that for any
word w € ¥*, w € L(B;) iff P4,(wf) > 0. Now, we prove that (A;, Ag) are limit-sure
attack-classifiable iff L(By) ¢ L(B2):

Assume that L(By) C L(Bs2). Hence, for all (z1,X5) € A}, we have X5 # (0. Also, if
x1 € Fy, then Xy N Fy # (). As from every state, F; can be reached in By, we have that
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there is a unique BSCC of twin states {(s},s7)}. Clearly, (s},s%) is not classifiable and thus
(A1, Ag) is not limit-sure attack-classifiable.

Conversely, assume that L(By) ¢ L(Bs). Thus, there exists p with label w € L(B1)\ L(B3),
and if we consider the associated path in A/, it reaches (z1, X3), with z; € F} and XoNF, = (.
Doing action f from there, we reach state (s},0), which is classifiable. <

Proof of Theorem 14 from Section 5

» Theorem 14. [t is undecidable to know whether for all , there exists an (1 — €) attack-
classifier between 2 HMMs.

Proof. It is undecidable [8] to know whether a PFA B, that accepts all words with probability
in (0,1), is 0 and 1 isolated, that is, there is no sequence of words (w;);en such that
limy, oo PB(w;) = 0 or = 1.

Let B; be such a PFA. Wlog, we can assume that it is complete, that is from each state
s and each letter a € X, there is a transition from s labeled by a (it suffices to add a sink
state if it is not the case). Further, let By be a PFA with a single state that accepts every
word of 3* with probability 1. Let By be the complete PFA with 2 states (one accepting and
one non accepting, with transition with probability 1/2 to stay in the same state and 1/2 to
switch state) that accepts every word with probability 1/2.

From B; and Bs, we define A;, As two HMMSs in the following manner:

Let B = (S, so, (Mg)aes, F') be a PFA over . We denote A the HMM (SU{sy, s, }, so, M)
over X U {f, 2z} with:
1. M(s,a,s') = Afg[‘ii/] for all s,s" € S,a € X,
2. If s€ F, then M(s, f,sf) = \2|1+1'
3. If s ¢ F, then M(s,z2,5,) = s
4,

[Z+1°
M(syf, f,s5) =1 and M(s.,z2,s,) = 1.
For all observation w € ¥*, we have:
Pay () = Pay () = sy

Pr. (w 1—-Pp, (w
P, (wf*) = W and Py, (wz") = quf%7

Pa,(wf*) = P, (wz) = W

If B; is 0 and 1 isolated, then there exists a & such that ¢ < Pg, (w) < 1—¢ for all w € ¥*.

That is, for all words w € (XU{z, f})*, we have 26 P4, (w) < P4, (w) < 2P4,(w). Assume by
contradiction that there exists a reset strategy and an (1 — ¢) classifier f. The probability to
see w is P(w) = 1/2P4, (w) + 1/2P4,(w). The probability of misclassification knowing that
the observation is w is thus either Py, (w)/P(w) or Py4,(w)/P(w). The first one is at least
2¢/3 and the second one is at least 1/3. That is, the limit when the size of the observation

tends to infinity is also at least 2¢/3, and there does not exists any 1 — /2 attack-classifier.
Conversely, if B is not 0 isolated, then for all €, there exists w, such that Pg, (w.) < ¢.

The reset strategy waits to see we f: that is, it resets if the observation u is not a prefix
of w.f. When the observation u = w,, which happens eventually with probability 1, the
classifier claims that the HMM is As. This is true with probability > 1 — 2¢.

The last case is By is not 1 isolated, and for all €, there exists w. such that Pg, (w.) < ¢.

The result is symmetrical: the reset strategy waits for w.z, in which case the classifier claims
that the HMM is As. This is true with probability > 1 — 2¢. <
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